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WARNING 


The procedures to be followed in this manual and the 
resulting end-product are extremely dangerous. Whenever 
dealing with high explosives, special precautions should be 
followed in accordance with industry standards for experi- 
mentation and production of high explosives. Failure to 
strictly follow such industry standards may result in harm 
to life or limb. 

Therefore, the author and publisher disclaim any liability 
from any damages or injuries of any type that a reader or 
user of information contained within this manual may 
encounter from the use of said information. Use this manual 
and any end-product or by-product at your own risk. This 
manual is for information purposes only. 


INTRODUCTION 


smart bomb (sméart bom) n. A bomb that is guided to 
a target by electronic means. 


This Field Manual (FM) is intended for use by U.S. Army 
Special Forces (SF) engineering personnel (MOS 18C) 
assigned the task of demolitions on the SF A-Team level. 
This is a “Restricted Use Publication.” The designs and 
operational techniques described herein require the careful 
use of high explosives and detailed knowledge of the use 
and field deployment of military weapons systems. 

Smart Bombs focuses on advanced electronic sensory 
detonation devices, automatic weapons siting and firing 
systems, and methods of fabricating these sophisticated 
“smart” bombs and weapons using ordinary consumer 
electronic devices. 

A key element in the use of explosives and demolitions 
in an unconventional warfare scenario is operational security, 
or OPSEC. The team demo personnel are generally highly 
trained in the use of off-the-shelf explosive compounds and 
have expertise in the design of improvised explosive devices 
using indigenous materials. 
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This manual explores detonation switching and improv- 
isation of consumer electronic products to effect the unusual 
conditions required for detonation, using a variety of sensors 
and timing devices. The intent is to provide the engineer 
with several creative methods for building maximum-casualty- 
causing devices which require minimal explosives in order 
to perform the mission. The risk of detection when using 
sophisticated detonation devices is much higher proportion- 
ately than when simple expedient timers and chemical 
detonation systems are employed. 

Also presented herein are sophisticated design criteria that 
will provide for maximum dispersion and destruction of the 
detonator circuitry in order to decrease the speed or 
likelihood of reconstruction of the charge. 

The investigation conducted by military intelligence and 
ordnance specialists into the cause of the explosion can 
generally result in the reconstruction of the device emplaced 
by the engineer. The degree of sophistication involved with 
the detonator ts the most identifiable “signature” a demolitions 
specialist leaves with his enplacement. It has been established 
that the more sophisticated the detonator, the easier it is 
for intel personnel to confirm the identification of the bomb 
designer. The methods used to cut and strip wire, solder 
connections, and place various components, for example, 
are as unique as a fingerprint. 

It may be helpful, therefore, to plan your demo mission 
in reverse chronological order. Once you are versed in the 
design of an explosive charge and the emplacement required 
to accomplish destruction, assassination, sabotage, ambush, 
or other specific task, take your plan one step further. Include 
counterdetection, antihandling, and other creative methods 
in your emplacement in order to hinder the collection and 
analysis of the impact area. You can thereby reduce the risk 
that intel personnel will be able to identify the maker and 
the type of tools and materials used to create and detonate 
the explosive device. 

Before discussing the relatively simple design criteria for 
detonator systems, we will review the methods and tech- 
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nology used by military and law-enforcement bomb forensics 
personnel, as well as current methods of bomb detection. 


CHAPTER 1 


Bomb Forensics 


The first step in modern bomb forensics is the gathering 
of evidence, fragments, and damaged materials at the scene 
of an explosion. After the area has been cleared of injured 
persons and any secondary fires have been brought under 
control, the area is physically secured and security personnel 
establish a perimeter around the scene. If the site is relatively 
small in size and is exposed to possible contamination by 
the elements, a temporary shelter may be erected over the 
main blast area to further preserve all pieces of evidence. 

A collection team is dispatched to the area immediately. 
The initial unit responding is generally the arson investigation 
team of the local municipality. If the team’s initial accounts 
indicate an explosion with high probability of having been 
caused by an intentionally placed bomb (as opposed to a 
faulty gas line or boiler), an Explosive Ordnance Disposal 
(EOD) unit will be dispatched as well. 

EOD personnel carefully penetrate the blast area and 
methodically clear it of any unexploded ordnance, booby 
traps, or secondary bomb emplacements. The EOD com- 
mander usually dispatches one or more persons to the blast 
area, equipped with appropriate body armor and electronic 
metal-detection equipment, as well as electronic “sniffer” 
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devices designed to detect explosives. Frequently, dogs are 
employed as well. The entry team first makes a visual 
inspection of the blast area and then chooses an entry point 
from which most of it can be observed. The team marks 
its movements and coverage area with bright-colored tape, 
wire flags, or other suitable high-visibility markings. Electrical 
power is shut off in the blast area, as are any gas and water 
lines. Any ordnance or other devices appearing to be armed 
are photographed and removed from the blast area, if possi- 
ble, in order to preserve the integrity of the scene and assure 
the safety of the on-site security personnel. When the EOD 
commander is confident that the scene is secure, the 
collection team begins its work. 

- Human remains are generally not removed from the scene 
until the collection team has had an opportunity to inspect 
and photograph the area. The medical examiner provides 
the bomb forensic team with detailed autopsy and tissue- 
deformation data, which are critical to identifying the type 
and strength of the explosive used. 

Essentially, the bomb forensics collection team is assigned 
the task of reassembly. Its first mission is to inspect the entire 
scene and identify all fragments and debris. The fragments 
are not removed from where they are found; rather, they 
are marked with a wire flag, given an identification number, 
and photographed. Munitions specialists locate the center 
of the blast zone, known as the “focal point” of the explosion. 
This is where the majority of forensic evidence is obtained. 

The entire blast zone is photographed at all points and 
from several different angles. The collection team begins 
drafting a detailed scale chart of the blast area, with the 
estimated focal point indicated in the center. All debris and 
fragments are marked in exact reference to where they were 
found. The completed scene chart specifies the location and 
size of all debris and assists investigators in determining the 
radiation pattern of the explosion. 

Even though about 80 percent of fires and explosions are 
the result of accidental conditions, the collection team 
automatically assumes that the explosion has been caused 
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by intentional bombing if the point of origin appears to be 
unrelated to mechanical or structural failure. 

Crime scene investigators are trained to observe the 
aftermath of an explosion and its effects on a structure to 
determine what type of explosive was used, with two basic 
types of explosions being “diffused” and “concentrated.” 

A diffused explosion is one that is caused by the ignition 
of vapors, natural gas, or particles of dust. If the substance 
which caused the explosion is lighter than air (..e., natural 
gas or the vapors of certain flammable liquids), then the 
damage to a structure will be near the top of the walls and 
ceiling, where the concentration of the gas was greatest. 
Petroleum-based chemical vapors are heavier than air, and 
the damage caused by their spontaneous ignition is generally 
confined to the bottom half of the walls and flooring. There 
is minimal structural shattering in a diffused explosion, and 
the bulk of evidence is in the condition, location, and 
structural characteristics of the damaged areas. The con- 
tainer used in the charge is usually at least partially recovered. 
Ignition systems and devices also remain relatively intact, 
except for some high-temperature flame exposure and 
damage. There are usually no secondary explosions or 
implosions with diffused explosions, unless gas lines or 
utilities, chemical storage containers, or intentionally placed 
secondary charges are involved. 

A concentrated explosion is caused by such compounds 
as military grade trinitrotoluene (TNT), black powder or 
smokeless powder, and various types of plastic explosive. 
The majority of emplaced charges that cause significant 
damage are caused by such compounds. Improvised binary 
(two component) explosive compounds (ammonium-nitrate- 
fertilizer-based charges, potassium chlorate/sugar-based 
compounds, and dynamite) also play a role in these types 
of explosions, but they are not nearly as popular as the 
ordnance available in military and industrial demolitions 
source components. The least sophisticated—and perhaps 
easiest to construct—lead pipe bomb filled with black powder 
is probably the most prevalent in many areas. 
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The concentrated explosion is likely to cause cratering and 
shatters most materials and structures at the focal point. 
Black-powder-type explosions produce significant amounts 
of expanding gases that burn for several seconds upon 
detonation. Because of the slow detonation, a certain amount 
of unburned or partially burned particles of powder are 
almost always blown outward from the center of the 
explosion. The presence of these large particle traces, as 
well as the generally unsophisticated construction of a pipe- 
bomb-type charge, aid the initial responding officer in 
determining the explosion’s cause with minimal forensic 
assistance. In addition, fragments of the container are always 
found, providing the forensics personnel with further trace 
evidence to assist in the apprehension of the bomber. 

High-grade plastic explosives are frequently manufactured 
with unburnable trace particles implanted or embedded into 
the compound to assist forensic experts in identifying the 
explosive’s source. The high-detonation velocity and massive 
shattering effect of military-grade demolitions ordnance 
makes investigation more difficult. These compounds also 
burn rapidly and characteristically have secondary explo- 
sions and cratering. 

A key evidence-gathering technique and a useful tool in 
determining the amount and type of explosive charge used 
is soil sampling at the focal point. Anytime an explosion is 
so intense that it causes a crater at the blast point, the bomb 
forensics team analyzes and tests dirt and debris collected 
at the scene. 

After carefully charting the scene, the collection team then 
begins to gather all fragments and debris, placing each item 
into individually numbered and tagged plastic bags or 
containers. A sequential, prenumbered tagging and photo- 
graphing process ensures accountability. The evidence is then 
transported immediately to the assigned forensics lab for 
analysis. 

At the laboratory, a team is assigned the task of recon- 
structing the bomb. Scientists and munitions specialists 
divide the fragments and debris into separate areas for 
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analysis. The main subject of the analysis at this point is 
the debris found in the vicinity of the focal point. 

Scientists often are amazed at the number of bomb 
components that are identifiable at a crime scene. The 
wrapping of several Eastern Bloc plastic explosives, for 
instance, is basically ordinary waxed paper. Fragments of 
this wrapper are often found, however, even in powerful bomb 
explosions where the radiation pattern extends several 
thousand feet. 

Components of the detonator are almost always found. 
Wire is virtually impossible to destroy completely in an 
explosion, and it provides many clues to the identity and 
source of the bomb. The gauge, length, and composition 
of the wire is generally identifiable. The tool marks made 
by the bomber when the wire was cut to size or the insulation 
was stripped away are frequently so unique that there have 
been cases in which the FBI was able to trace the exact 
cutting tool used in the process. 

The detonation switching system is generally identified as 
well. If the bomber used any electronic device—a radio 
receiver, electronic timer circuit, or sensory device mounted 
on a printed circuit board—at least a portion of the board, 
with its soldered components, frequently is found at the scene. 

In addition, fragments of the electrical or chemical blasting 
cap are frequently identifiable, as are the casing of the dry- 
cell battery, mechanical timers, relays, receiver crystals, and 
antihandling switching devices. 

While munitions and electronic specialists focus on the 
study and partial reconstruction of the bomb circuitry, other 
forensic scientists direct their attention to metal fragments 
found at the scene. Structural and mechanical engineers use 
standard metallurgy practices to determine the exact source 
of each fragment. The composition, density, and gauge or 
thickness of each fragment provide lab personnel with the 
probable source of the metal fragments (e.g., part of an 
automobile crankshaft, the frame of a suitcase, or the fuselage 
section of an aircraft). All metal fragments found in the 
immediate focal point of the blast zone are identified and 
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then sent to another team assigned the task of identifying 
the type and amount of explosive used. 

Using a scanning electron microscope, lab personnel can 
observe the fractures and severing of all metals and many 
plastics to determine whether they are characteristic of an 
explosion (as opposed to a structural failure caused by metal 
fatigue or shock). When a powerful explosion occurs, the 
heat melts the outer edges of the fragmented metal. As the 
metal cools off after the explosion, it hardens again, leaving 
a “gas wash” on the metal edges. This gas wash cannot 
only be analyzed to determine the type of explosive used 
and its exact detonation velocity, but it can also provide 
a fairly accurate reading of the amount of explosive used, 
generally down to its exact weight in ounces and grams. 

Metal fragments removed from human remains are 
collected by the medical examiner and sent to the forensics 
lab for careful scrutiny. Using an electron microscope and 
gas chromatography, the examiner compares their structural 
condition and their depth of penetration in human tissue 
to the estimated location of the victim at the time of 
detonation. 

Within twenty-four hours of receiving the collected debris 
from the blast zone, the lab can usually provide investigators 
with a preliminary report. This multipage document estab- 
lishes whether or not an explosion from an intentionally 
placed bomb did occur and, if so, gives a thumbnail sketch 
of the type of bomb used. The means of detonation is not 
usually established at this point, although some educated 
theories are put forth. 

Within forty-eight hours of receiving the human remains, 
medical examiners conduct autopsies and provide prelimi- 
nary findings to the investigation team. The identification 
of the remains is vital to the investigators. All victims in 
the blast area are identified using fingerprints, clothing and 
identification papers found at the scene, jewelry and personal 
effects, dental records, and, most recently, a new process 
known as DNA fingerprinting. The team carefully investigates 
every identified individual, scrutinizing background, financial 
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history, criminal and military history, and known associates. 

Individuals found in the blast zone frequently are related 
to the explosion. They may be the intended victim or victims, 
selected specifically or randomly by the bomber; or they 
may be the actual individuals involved in placing the bomb. 
At least one of the victims may also have been set up to 
place the bomb unwittingly. 

Urban guerrilla elements and terrorist cells generally 
employ explosives for purposes related to political or military 
objectives. The primary target in modern, low-intensity 
conflicts is an individual or a group of individuals. These 
people may be selected for assassination because of their 
affiliations, occupations, or simply because of their inherent 
vulnerability. The “shock value” of an explosion in a densely 
populated area (such as a shopping center, a busy air terminal, 
or an international aircraft in flight) is so great that the 
Western media provide the perpetrators of such acts with 
front-page news coverage for days and sometimes weeks 
afterward. The modern terrorist selects “soft” or unarmed 
civilian targets for his bomb attacks because of the economy 
of action involved in alerting the world to his political or 
military objective(s ). 

Identification of the bomber is, of course, the primary 
objective of the investigative team. Once the forensic experts 
determine the nature of the explosion, the intelligence- 
gathering process begins in earnest. At this point in the 
chronology of a typical bombing incident, several groups or 
individuals will have claimed responsibility for the attack. 
The team carefully considers and studies all such claims. 
As they gather forensic clues, they enter them into one of 
several computer data bases relating to bombing incidents 
and the groups or individuals implicated. 

Within days, the forensics team has a “mock-up” of the 
bomb which indicates its detonation method, describes the 
composition and quantity of charge, identifies sources for 
most components, and provides a technical anaylsis of the 
device and its degree of sophistication. The intelligence team 
compares this data to the “signature” of similar bombs and 
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identifies specific technical details that can link the bomb 
categorically to another such device or individual. The team 
compares this data to all printed documents related to 
explosives in order to determine whether any published 
military, industrial, or underground technical manual con- 
tains details of such a device. 

Finally, the precise details of the explosive device are 
documented for use by intelligence personnel, law enforce- 
ment and military security elements, explosive ordnance 
personnel who may be faced with disarming such a device, 
and commercial contractors assigned the task of prevention 
and detection of such devices. 

Recent technological developments have resulted in the 
use of new and more powerful explosives, such as Du Pont 
C-6 and the Czechosolvakian-made Semtex plastic explosive. 
Technology has brought about significant advancements in 
the detection of explosive devices as well. Obviously, the 
ultimate goal of bomb forensics is to provide technology and 
understanding to a degree that detection and prevention 
become the most useful by-product of the science. 


CHAPTER 2 


Bomb Detection 


The probability of a bomb being employed at a specific 
location leads to the development of countermeasures to 
be used in that locale. Military operations employ mine de- 
tectors on roads and convoy routes. Law enforcement 
personnel use electronic “sniffers” and metal-detection 
devices to locate bombs inside buildings, vehicles, and 
packages. 


MINESWEEPERS 


Military ground forces make extensive use of electronic 
devices commonly known as minesweepers or mine 
detectors. Modern military forces in both the Western and 
Eastern Bloc nations commonly employ two kinds of 
devices—the metal-detecting type and the type that looks 
for openings in the soil. 

The metal-detecting type of unit looks similar to a 
commercial metal detector used by hobbyists searching 
beaches and parks for coins and jewelry. The unit has a 
circular or square sensor connected to a telescoping rod 
that provides an audible alarm or visual indication with a 
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light or a meter when placed in proximity to metal buried 
underground. The U.S. Army AN/PRS-3 is such a device, and 
it is fairly accurate. Unfortunately, it also detects spent 
ordnance, casings, and other metal objects. This type of 
detector can be defeated with most new mines composed 
of high-density plastics and other nonmetallic components. 
The second and most common type of modern mine 
detector looks for openings or disturbances in the soil and 
does not depend on metal to signal the existence of a mine. 
These devices, such as the U.S. Army AN/PRS-4, also cause 
frequent false alarms due to air pockets or roots. Even newer 
mine detection equipment, such as the AN/PRS-11, can be 
defeated. 
_ Perhaps the most effective method of mine detection is 
the slow, careful probing by a soldier wearing a Kevlar helmet 
and body armor, who, using a long stick in the prone or 
low-crawl position, carefully marks his “trail” for the rest 
of the team. (Note that the commonly observed procedure 
of probing with a bayonet is extremely foolish. A heavy, 
nonmetallic probe, such as a tree limb at least four feet in 
length, is much more suitable and safe.) Vehicle mine 
protection is considered even more effective than ground 
elements probing an area. Heavy steel under the vehicle 
chassis of armored tracked vehicles and limousines is the 
standard practice. 


DETECTION OF BOMBS IN LETTERS AND PACKAGES 


Business and security elements employ several means of 
detecting package bombs. One method is to chemically alter 
the wrapping of the package to observe its contents. Aerosol 
spray compounds that allow the operator to render most 
paper wrappings and envelopes transparent are generally 
Freon-based. (In fact, many security manuals suggest that 
commercially available automotive Freon is as effective for 
this application. ) 

Another type of detection device consists of a reinforced 
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chamber. The operator simply places the item inside the 
chamber or passes the package over it, and the device detects 
the presence of metal or suspicious contents. A hand-held 
metal detector used for “frisk”-type searches is much less 
costly, and since it can detect a paper clip through several 
layers of clothing, it is just as effective. 

Letter bombs used by some Middle-Eastern intelligence 
agencies and action elements of several terrorist cells now 
generally employ nonmetallic chemical detonators and thin 
layers of plastic explosives, which would not be detected 
by either of these sensing techniques. One type of letter 
bomb is a poison-gas-type bomb, which generally consists 
of several grams of powdered cyanide in an airtight wrapping. 
When the granules are exposed to oxygen upon opening, 
the chemical reaction produces cyanide gas. 

Again, detection of package and letter bombs is unreliable, 
and many modern designs cannot be detected. Physically 
inspecting the outside of the package, discarding anything 
remotely suspicious, and using code identifiers on all known 
correspondence is perhaps more effective, although not 
foolproof. To illustrate this point, a simple-to-construct letter 
bomb that will defeat every known countermeasure—except 
perhaps thermal-neutron-analysis (TNA) devices—is de- 
scribed later in this book. 


CHAPTER 3 


Timers 


The detonation of an explosive using a timer delay is 
perhaps the most prevalent method employed in sabotage 
or assassination operations. Most experienced demolitions 
personnel prefer the timer over any other means (including 
radio detonation) because of its reliability and the fact that 
the operatives can clear the scene and be some distance 
away when detonation occurs. 

Special Forces engineering personnel are trained to use 
windup alarm clocks, wristwatches, slowly leaking cans of 
water, and jars of expanding seeds, among other methods, 
to induce a time-delay effect for explosive detonation. These 
clever, innovative, and field-proven techniques are useful and 
well-established in guerrilla warfare. They also have some 
disadvantages—primarily size and accuracy. 

The following timer circuits and devices use electronic 
timepieces that are about the size of a thumb, and they 
provide longer durations, better destruction in the initial blast, 
and split-second accuracy. These tiny packages are much 
easier to conceal and transport, and they are extremely fragile 
and highly flammable. Plus, once you have the knowledge 
to modify them using expedient and improvised tools, you 
can perform the modification in the field in minutes. 
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Timers, constructed on printed circuit boards and designed 
with tiny, integrated circuit chips, have applications in every 
emplacement. For arming delay systems, multiple double- 
delay chain detonating booby traps, and long-duration 
sabotage, the timer is the basic brain of the “smart bomb.” 
However, the use of timers in the detonation of an explosion 
has a degree of risk, even if the timer is tiny and electronic. 

Instead of constructing timing circuits on printed circuit 
boards, this FM recommends using ordinary cardboard as 
the mounting surface for improvised detonation systems. The 
fragile nature of these surfaces helps to create maximal 
dispersion of detonation circuitry when the charge explodes. 


LIST OF MATERIALS 


The following parts list will provide you with sources for 
the design and construction of a low-voltage sensing relay 
that can be used with virtually any timing device that relies 
on digital alarm circuitry. Incorporated in the design are 
simplicity, ease of use, and maximal dispersion of components. 


Item Source Substitute 
Jeweler’s Radio Shack, Eye-glass repair kit 
screwdrivers electronics supply (available in drug 


stores ), one-inch 
finishing nail tip, 
flattened with a 
hammer or file. 


Volt ohm meter Radio Shack, Sears See text. 


Wire wrapping Radio Shack Solenoid wire, bell 

wire, 30 ga. (*278-501 ) wire, coil wire (if 
laminated, burn off 
laminations with a 
match, and then 
sand or scrape). 


Item 


Wire cutter, 
stripper 


Cardboard (1% x 
3 inches) or thick 
paper or plastic 
ID card 


Liquid cell battery, 
6 to 9 volts DC 


Alarm watch: 
quartz, digital 


Source 
Radio Shack, Sears 


Paperback book 
cover, packing box, 
or business card 


Hobby stores, 
mail order 
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Substitute 


Scissors or pen 
knife. 


None. 


A package of 
Polaroid film, such 
as Sun 600, 
contains this type 
of battery. Open the 
metal case and 
remove the flat 
metal envelope 
battery. It is about 
one-quarter-inch 
thick, and the 
aluminum cell is 
slightly mushy 
when pressure is 
placed on the 
packet of the 
electrolyte. Inspect 
it for leaks and 
keep away from 
sparks or flame. 
Note: The film can 
be used in a camera 
first, and it will still 
work fine. Test a 
used battery with a 
VOM for at least six 
volts DC. 


Department store, Alarm clock 


Radio Shack 


calculator, alarm 
stopwatch. 
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Item 


Low-power NPN 
switching 
transistor, silicon 
2N2222 


Low-power silicon 
switching diode, 
1N914 


Resistor, 1/4-watt 
carbon film, 220 
ohms 


Resistor, 1/4-watt 
carbon film, 1K 
ohms 


Relay SPDT, 6 to 
9 VDC, 12 ma, 
5900 ohm coil 


PC-mounted 
potentiometer, 
5K ohm carbon 


Airplane glue 
Match heads 
Handkerchief 


Flat-top table (well-lit workspace ) 
Electrical, masking, or Scotch tape 


Source 


Radio Shack 
(#276-1617 ) 


Radio Shack 
(*276-1620) 


Radio Shack 
(#2711313) 


Radio Shack 
(#2711321 ) 


Radio Shack 
(#275-004) 


Radio Shack 
(#271-217) 


Substitute 


Just about any low- 
power NPN 
transistor will work, 
such as one found 
in most portable 
radios. 


The following types 
can also be used: 
1N915, 1N916A, 
1N934, INI38A. 


Two 100-ohm 
resistors in series, 
or one 1/2-, 1/4-, or 
1/8-watt carbon or 
wire-wound 200-240 
ohm resistor will 

do. 


Two 500 ohm 
resistors in series, 
or two 2K ohm 
resistors in parallel. 


Many low-voltage 
relays will work, 
such as those in 
remote toy Cars. 


Volume control 
from a typical 
transistor radio will 
work fine. 


Timers © 2] 


MODIFIED ALARM WRISTWATCH TIMER 


An ordinary quartz alarm digital wristwatch has many 
advantages over the standard windup analog wristwatch in 
detonation timer applications. Once the necessary modifi- 
cation is learned and practiced, the time required for field 
setup is about equal. However, the digital watch offers the 
following technical advantages: 

1. Longer duration timing. The analog wristwatch can only 

be used for countdowns of less than about 11.5 hours. 
The standard digital can provide 23 hours, 59 minutes 
timing and “databank”-type alarm watches can provide 
up to two weeks of countdown to a precise time. 

2. Accuracy. The modified analog watch has the second 
and minute hands removed for the timing circuit 
connection. It can be off by as much as ten minutes 
simply because of the way the hour hand is set at the 
emplacement. The digital alarm watch can be set 
precisely, and the accuracy of the quartz microcircuitry 
is within a fraction of a second per day. The tactical 
advantages of precisely timed multiple detonations are 
numerous in sabotage and destruction work. 

3. Dispersion and Destruction. The analog watch timer is 
almost always recovered by bomb forensics personnel 
due to the sturdy nature of its metal case and its 
primarily metal inner workings and gear assembly. In 
most instances, the connecting wire and screw assembly 
of the detonator switching modification are still partially 
intact and recognizable by the forensics team. The digital 
alarm watch consists primarily of highly flammable 
plastic and small fragments of microcircuitry. In 
addition, the tiny button cell that powers the watch 
explodes violently when exposed to the high- 
temperature flames and gases from an explosion, 
causing even further disintegration upon detonation. 

The advantage of an analog watch is that it is somewhat 
less technical to modify as an explosive timer; it may also 
have some value as a piece of fragmentation metal upon 
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ALARM INDICATOR 


SET ADVANCE 


MODE LIGHT 


There are many pluses to using an ordinary quartz alarm 
wristwatch as opposed to a standard windup analog wristwatch. 


detonation. Overall, however, the digital alarm watch is 
superior. 

The all-purpose detonation timer described here will fit 
easily inside a regular pack of cigarettes. It is extremely 
accurate and reliable. The relay circuitry handles up to one 
amp of current to switch on a variety of different commercial, 
military, or improvised electrical blasting caps or compound 
detonators. Switching speed is a fraction of a second from 
the time the digital alarm switches on. Unlike most detonation 
circuitry that is designed around a typical metal-cased dry 
cell battery, this device works with a flat liquid cell battery, 
which is highly flammable and will disintegrate in the blast. 


Modification Instructions 
After obtaining all of the above components, wash your 
hands with hot soapy water before you begin assembly. The 
microcircuitry in the alarm watch is extremely sensitive and 
volatile. Oil or perspiration from skin may damage the internal 
electronics. 
Set up on a clean flat surface and have a bright light 
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focusing your work area. The light should not be so close 
that the temperature of the surface you’re working on gets 
too hot. 

The digital alarm watch should be brand new and still 
in the package. A used watch may have weak batteries or 
a malfunction from normal wear and tear. If a used watch 
is the only one available, make sure you are completely versed 
in setting the time, zeroing the second indicator, disabling 
the “hourly chime” feature, and setting the alarm. (Most 
digital watches have a small light in them. If the light comes 
on when the light button is pressed and the liquid crystal 
display, or LCD, has dark black numbers that are not fading, 
then the used watch is acceptable for this application.) Once 
you are confident in your ability to set the alarm watch, 
it is time to open it up and carefully modify the circuitry. 
As you will see, this is not as difficult or complicated as 
it may sound. 

Using a jeweler’s flat-tip screwdriver or modified finishing 
nail, carefully remove all four screws from the back of the 
watch. (Note: Some watches have no screws on the back. 
If such is the case, simply pry open the back of the watch 
as if you were changing the battery.) 

Put all four screws into a pill bottle or place them on 
a handkerchief for safekeeping; carefully pull off the back 
of the watch. This may take a small amount of pressure 
with the screwdriver. Carefully pry from several points until 
the back comes off. Do not force it. 

On the inside of the back plate of the watch, you will 
see a round metal disk in the center. Approximately three- 
quarters of an inch in diameter, this disk is the piezobeeper 
or piezobuzzer. You will notice that this tiny, wafer-thin disk 
has two elements: one made of dull aluminum-type metal, 
and underneath it, another made of a golden brass-like metal. 
The brass-like metal is just slightly larger than the top of 
the disk and can be seen around the border of the top element. 
When a pulse of .25 to .5 volts DC is applied to each of 
these elements, the disk will “beep,” which is what you hear 
when the alarm watch sounds. Place the back of the watch 


24 © SMART BOMBS 


PIEZOBUZZER 
BUZZER: BUZZER: 
POSITIVE TERMINAL NEGATIVE TERMINAL 


SCREW HOLES 


The back of a typical alarm watch is illustrated here. The round 
metal disk in the center is the piezobeeper, the mechanism that 
causes the alarm to sound. 


on a handkerchief and go on to the next step. 

Inside the top half of the watch case is the tiny electronic 
circuit board that holds the battery and the circuitry. Using 
your screwdriver, carefully pry this circuit board out of the 
case from the top. It will generally pop right out, or even 
fall out, if the case is turned upside down. Do not touch 
the metal surface of the circuit board when prying. Simply 
push your jeweler’s screwdriver into the small crack between 
the board and the front of the watch case and carefully 
pry it open. You will notice that there are two strips of metal 
on the left- and right-hand sides of the circuit board. These 
are the actual switch mechanisms that control the functions 
when you depress the buttons on the outside of the watch. 
They are extremely fragile; be careful not to move them out 
of alignment when you remove the circuit board. 

Once the circuit board is removed from the top half of 
the watch case, turn it over and inspect the LCD display. 
Make sure that it is still functioning. Lay the circuit board 
down on the handkerchief so that you can view the display. 
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Here we see the front assembly of the internal circuit board and 
the metal tabs that control the function switching. 


Using a sharp pencil or other nonmetallic probe (such as 
a toothpick) and the control layout on the outside face of 
the watch, check all of the switching tabs to make sure they 
still function properly. The circuit board and function 
switching may vary from watch to watch, so make sure you 
use the printed instructions on the face of the watch as your 
guide. After you have determined that the watch is still 
functioning and that you can set and adjust it outside of 
its housing, set the alarm to go off in about three to five 
minutes. Turn the circuit board over and lay it face down 
on the handkerchief. 

Using the back plate of the watch as your guide, carefully 
inspect the back circuit board for the corresponding tabs 
that connect to the two elements of the piezobuzzer when 
the watch is assembled. These may be small gold springs 
or simply raised tabs. One tab connects to the piezobuzzer’s 
center element, while the other connects to its outer element. 
To locate these tabs visually, first carefully inspect the 
piezobuzzer. Use it as your reference; it may have tiny scratch 
marks on its surface where the tabs rub against it. The outer 
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Detailed here is the back circuit board of most inexpensive digital 
alarm watches, such as Casio, Timex, Sharp, and Tandy. 


tab must obviously connect to the fine outer element of the 
piezobuzzer. Since the center element on most alarm watches 
is the positive terminal of the watch battery, the metal housing 
of the top section of the battery holder, particularly with 
the newer lithium battery alarm watches, usually holds the 
center element tab. 

Once you feel that you have located the two piezobuzzer 
power tabs, take a VOM set on the lowest DC voltage setting 
and connect it to them. Simply touch the meter probes to 
each tab. When the alarm is actuated, the meter will read 
about .2 volts DC in pulses corresponding to the beep signal 
normally heard from the alarm watch. Most alarm watches 
are designed to beep twice per second for ten seconds and 
then four to five times per second for ten additional seconds. 

An ordinary light-emitting diode (LED) from a junk circuit 
board or a parts house (such as Radio Shack) can also be 
used to verify the location of the piezobuzzer tabs. When 
the LED is connected to the tabs, it will blink at the rate 
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that the piezobuzzer normally beeps. If you try the LED and 
it does not light, simply reverse the two leads and see if 
you had the polarity wrong. 

The output voltage from a digital watch is very small. You 
will notice that the voltage appears to almost double to .4 
volts when the watch goes into the second ten-second cycle 
and beeps faster. If you are in the field and without a meter 
or an LED to test the function, it is possible to test it with 
your tongue. When the alarm activates, dampen your finger 
and place it on one tab, and carefully put your tongue on 
the other. You will get a tiny pulse each time the watch 
normally beeps. (The same technique can be used to test 
D-cell batteries and other 1.5-volt batteries. The stronger the 
mild voltage appears to your tongue, the fresher the battery. ) 

Another method to determine the piezobuzzer voltage in 
the field is to tape two wires to the two buzzer elements 
and connect them to the tabs on the circuit board. Doing 
so is not as simple as it may sound, however, and the other 
methods described above work much better. 

While you don’t need a VOM to verify the location of the 
piezobuzzer tabs, for most of the circuitry designs in this 
manual, a good VOM is really essential. The Radio Shack 
Micronta 22-214 is accurate, lightweight, inexpensive, and 
reliable. It can measure .025 volts DC on the .25VDC scale 
and also has an audible continuity checker. 

The pulses of voltage that activate the piezobuzzer occur 
in very small increments at an extremely low current. Unlike 
many outputs from sensory devices and alarm circuitry, this 
miniscule voltage is not adequate to activate a broken filament 
light bulb initiator or set off a commercial blasting cap. 
Instead, you need a sensory circuit that will switch on a 
relay when this voltage is detected. 

Using the thinnest gauge wire available, carefully wrap 
about half an inch of stripped and clean wire around each 
tab. You will notice that there are four tiny screws on the 
back of the circuit board of the watch. Two or three of these 
screws hold down the thin metal battery mount. By visually 
tracing the piezotabs from the back of the watch to other 
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This graph illustrates the analog voltage readings for the twenty seconds of pulse output coming from the 
piezotabs wher the alarm watch is activated. 
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metal conductors, you will usually find that they connect 
to at least two of these corresponding screws. If so, this 
is ideal. Carefully unscrew each of the two buzzer terminal 
screws, as shown in the previous drawing. Connect your thin 
gauge wire underneath the screw terminal and relace the 
screws, as shown in the previous drawing. Connect your thin- 
gauge wire underneath the screw terminal, and replace the 
alarm to go off and checking for pulse voltages from the 
stripped ends of the wires. Jiggle the wires gently to ensure 
solid connections. Test the alarm functions again for pulse 
voltages. Now you have a choice to make. If the watch case 
is metal, leave the circuit board out and go on to the next 
step. If the case is plastic, test it for burnability and 
flammability to determine whether it will destruct in the blast. 
Scrape off a small amount of plastic from the case or cut 
off one of the plastic watchband tabs. Put this piece of plastic 
on the tip of a needle or pin and test its reaction to the 
flame of a match. If the plastic quickly ignites under this 
test, it can be used to house the completed watch timer. 
If it requires long exposure to ignite or simply melts and 
smolders, it is probably going to melt down rapidly in the 
explosion, neatly sealing up the modified alarm watch for 
the forensics team to find and analyze. Few plastic watch 
housings ignite adequately for this purpose. 

Place your modified alarm watch on the handkerchief and 
go on to the next step. 


DIGITAL COUNTDOWN TIMER 


The small, inexpensive digital countdown timer has many 
unique applications in demolitions work. The device is simple 
to program and use, and the time needed to perform the 
modification for its emplacement in the field is about the 
same as that needed for a digital alarm watch. The countdown 
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Modifying a digital countdown timer to function as a detonation 
timer takes about ten minutes. 


timer is a vital tool in advanced detonation techniques for 
the following operations: 

l. rapid emplacement of a charge for quick and accurate 

multiple detonation; 

2. safe delayed-arming capabilities on more advanced 

demolitions switching systems; and 

3. sequential system arming for various sensors and elec- 

tronic devices prior to detonation. 

The countdown timer is programmed to a set period ai 
time in minutes and seconds. When a button is pressed to 
initiate the countdown, the timer accurately counts down 
the desired time and then beeps with a device similar to 
that of the digital alarm watch. The output of the beeper 
circuit can be connected directly to the low-voltage-sensing 
relay switch and integrated into any of the circuits described 
in this and other manuals for detonation switching circuits. 

Two different field modifications are required for the 
countdown to perform a detonation switching function. First, 
the tiny metal terminals that initiate the countdown must 
be wired with two fine pieces of wire so that a relay or 
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other sensory device can be switched to initiate the 
countdown only under a specific condition or a particular 
moment in time. Second, the output of the countdown timer 
received for modification must be measured and the sensory 
circuit adjusted to detect this output when it occurs. 

Just about any consumer countdown timer will work in 
this application. The devices are available in most drugstores 
and department stores. The ideal timer for detonation 
switching will have an external keyboard on its face to 
facilitate quick and accurate programming. For security and 
antihandling, this keyboard can be easily removed after the 
device is programmed, and the system can be initiated 
without it. The circuit board used in the countdown timer 
is extremely fragile and will shatter quickly on detonation. 

The digital countdown timer also requires a clean, well- 
lit area for modification, and, as with the digital alarm watch, 
the oil and sweat from your hands can damage its sensitive 
microcircuitry. 


Modification Instructions 

The countdown timer modification takes about ten minutes 
to perform. WARNING: modification of this device to function 
as a detonation timer should be performed just prior to 
emplacement. Possession of this device—or any other kind 
of modified consumer timer—in combination with materials 
to fabricate explosives can be construed as probable cause 
for detention. 

Radio Shack and many other consumer electronics 
companies manufacture the inexpensive countdown timer, 
generally in Hong Kong. The internal circuitry is exactly the 
same for all models. 

On the back of the timer there is a small Phillips-head 
screw at the center of the lower portion of the case. Remove 
this screw and slip the cover off the case. 

Refer to the illustration of the back of the circuit board 
for the timer. Tape the battery in place with electrical tape 
so it operates the timer. Strip four 6-inch pieces of 30 ga. 
wire wrap wire at the ends so about 1/4 inch of bare metal 
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The back of the circuit board for the timer is detailed here. 


is exposed. Following the illustration, solder a wire to points 
A, B, C, and D. A and B are the outputs from the countdown 
timer’s alarm, and C and D are the connections that initiate 
the count. Once these connections are made, test the unit 
by setting the timer from the keypad to go off in a few sec- 
onds and short out the two wires connected to terminals 
C and D. This sets off the countdown. When the counter 
gets to zero, it will beep. Using the low voltage setting on 
your VOM, verify the pulse at terminals A and B. 

The countdown timer has many applications in the 
development of “smart” explosive devices. The main sensor 
can be used to detect the presence of the target, and the 
timer can be used to ensure that the target or targets are 
in the kill zone prior to detonation. 

For example, infrared sensors can be used to detect vehicle 
movements on a major roadway. If you place several along 
a small section of the road, you can ensure that your charges 
hit a convoy while all other vehicles pass by safely. (See 
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the section on passive infrared motion devices for additional 
information. ) 

A timer that begins its countdown upon detonation of 
the primary charge can also be connected to the device, 
creating a series of shrapnel-type charges that explode within 
a few seconds of the initial one. Once the primary charge 
has stopped the vehicles in the convoy and troops are running 
for cover, this can cause maximal casualties. Using this type 
of technology, you can be undercover, lay down small-arms 
fire, or be thousands of miles away when the blast occurs. 

The digital countdown timer is used by terrorist groups 
to detonate charges aboard aircraft. When the barometric 
switch turns on the circuit at a preset altitude, the countdown 
timer begins a precise countdown for fifty-five to sixty 
minutes. At zero, the charge detonates. 

The countdown timer can also be used as a fail-safe for 
arming an explosive package. The Irish Republican Army 
(IRA) is known to employ a timer in its radio-detonation 
devices, because the British Army has learned the operating 
frequencies of these bombs and has become adept at using 
transmitters to set the radio-controlled charges off as soon 
as the IRA operatives arm it, thus killing the guerrillas 
instantly. By arming the device with a countdown timer, the 
IRA operatives provide themselves with time to clear the 
blast area before the receiver section of the device is online. 

The most useful application for the countdown timer is 
in its creative employment with other sensory devices. The 
operative should make several intact timers of this variety 
part of his basic load, purchasing them at different places 
and times. 

Countdown timers are especially useful in the improvised 
use of incendiaries for the destruction of POL targets and 
such light metal structures as radio transmission towers and 
aluminum buildings. 

Maximum-casualty-causing booby traps can be con- 
structed using the countdown timer. A small nonincendiary 
charge placed in the upper portion of a building will bring 
enforcement personnel to the scene to investigate upon 
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detonation. Once the blast area is secured and casualties 
have been removed, forensics personnel will begin to study 
the area. If a larger, more powerful charge has been concealed 
in the building’s foundation, the explosion will probably incur 
large numbers of military and law-enforcement casualties. 
The double-delay chain detonating booby trap is best used 
against a less sophisticated target. It has proven useful in 
counterinsurgency operations; however, the more advanced 
law-enforcement and military organizations generally suspect 
a multiple-charge emplacement and are more likely to find 
the second charge prior to detonation. 


CONSTRUCTING A LOW-VOLTAGE SENSING RELAY 


This simple circuit can be used for many different 
applications in explosive detonation. The circuitry is very 
reliable; it requires a small fraction of a volt to actuate, and 
it is very fast. It requires only four electronic components 
and a relay and battery to function. The entire circuit can 
be constructed on about half a business card. 

Again, a cardboard circuit board is most desirable because 
of its fragile and flammable nature. Upon detonation, the 
material burns rapidly, and the electronic components shatter 
and disperse more readily. No soldering is required in 
constructing this low-current circuit, which is also good, since 
soldered terminals are found easily by forensics personnel 
as well. 

The list at the beginning of this chapter is somewhat flexible. 
The relay can be obtained from a variety of sources, such 
as toys, remote-control devices, and consumer products. 
(Aside from its primary use, it can be used in several 
antihandling configurations as well.) 

The resistors on the parts list are used to control the input 
voltage and the transistor voltage. The 220-ohm resistor, 
which provides controlled voltage to the transistor, has four 
colored bands around it. The first three indicate the value 
of the resistor in ohms. The last one, which is either silver 
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Here we see the appearance and schematic symbol for a resistor, 
as well as the international color code for PC board-mounted 
resistors. 


or gold, indicates the tolerance, or accuracy, of the resistor. 

The 1K-ohm resistor on the parts list can be substituted 
for the potentiometer in the circuit, which regulates the input 
voltage coming from the alarm watch output. The poten- 
tiometer is actually a variable resistor, providing an adjustable 
input up to 5K ohms. The potentiometer has three leads 
coming from the bottom of its case; two are connected as 
follows: 

1. Center lead. Connects directly to the output of the alarm 

watch. This is the positive side of the alarm pulse. 

2. Outer lead (either end). Connects directly to the base 
(center lead) of the 2N2222 transistor. (The other outer 
lead is not used on the potentiometer.) 

If you wish to substitute the 1K-ohm resistor for the 
potentiometer in the sensor circuit, you must first determine 
that the output from your digital timer device will trigger 
the circuit with the 1K-ohm resistor in place. 

The potentiometer is used in this circuit because the 
specific type of timing device that you choose may have 
a pulse output that is either too high or too low to trigger 
the transistor to switch on the relay. Some experimentation 
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is required for you to use the available parts properly. 

The transistor is of the inexpensive low-power switching 
variety found in any electronics supply catalog and at Radio 
Shack for about a dime apiece. The illustration below explains 
the schematic symbol and wiring for a transistor of this type. 

The diode in the circuit is a silicon switching diode; it is 
widely available and inexpensive. 

To make the sensor, follow the diagram of the low-voltage 
sensor relay system and the layout sketch. Use wire wrap 
wire (solid strand 30 ga.) to make all connections. Mount 
the circuitry on a small piece of cardboard (even a standard 
bond business card is thick enough). 
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The inexpensive low-power NPN switching transistor can be found 
in any electronics supply catalog and at Radio Shack. Here we see 
the schematic symbol and wiring for a transistor of this type. 
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The diode in the circuit is a silicon switching diode, also widely 
available and inexpensive. Here we see the polarity of this diode 
and its schematic symbol. 
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Low-voltage sensor parts layout on cardboard. For maximal 
dispersion of components upon detonation, use 30 ga. wire wrap 
wire underneath cardboard. Place the liquid cell battery under- 
neath the circuit board, sandwiched between glue and match heads, 
for incendiary effect upon detonation. 
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Low-voltage sensor relay system. When the electrical pulse of an alarm watch is detected at the input, the 
transistor switches the relay closed, which energizes the blasting cap and causes the charge to explode. 
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Set the alarm watch or countdown timer to go off and 
verify its function with a meter, an LED, or the actual piezo 
element. Connect the outputs from the watch to the input 
to the sensor and observe the relay switching. 

Once you have ensured the accurate switching of the relay 
by confirming that it detects a pulse from the circuit board 
of the watch, mount the entire system on the cardboard. 
Put airplane glue around the whole assembly and sprinkle 
ground match heads on the surface before the glue dries. 
Place the switching system near the explosive charge to 
maximize the shatter effect. The purpose of the match heads 
is to cause the shattered components to melt further, making 
them even less recognizable. The liquid cell battery used 
to power the device is highly flammable and does not require 
any additional incendiary to effect destruction. 


CHAPTER 4 


Electrical 
Detonators 


If your technical requirements for detonation call for an 
electrical spark or flame, the output from many alarm watch 
devices is adequate to ignite a miniature lamp. These tiny 
incandescent bulbs, designed to light up with 1.5 volts DC 
at only 25 milliamps, are found in many children’s toys and 
consumer devices; they can also be purchased at Radio Shack 
(stock *272139) for less than a dollar. The bulbs are about 
the size of a Light Emitting Diode (LED) with an outside 
diameter of 5/32” and a length of 3/8”. 

Because of the incandescent bulb’s tiny diameter, it can 
be modified and placed into the bottom half of a standard 
spring-loaded ballpoint pen. For even better miniaturization 
and control of the blast area, the bulb can be. placed inside 
the cartridge case of a standard .22 Long Rifle shell, with 
room to spare. The pen design is more likely to disintegrate 
in the blast, and it takes only a few minutes to turn it into 
a miniature explosive device for booby-trap purposes. The 
shell casing can be obtained from a round of .22 ammunition, 
and the powder and fulminate of mercury in the primer can 
be used as the initiator fuel. The .22 cartridge will, without 
a doubt, be found by the forensics team. 
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.22 Long Rifle cartridge ignition. This subminiature electrical 
ignition system, which can be ignited with a tiny lithium watch 
battery, requires one volt for .25 seconds at .025 amps to ignite. 
The ignition flame moves upward from the bottom of the cartridge, 
blowing the lamp forward. 
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CONSTRUCTING A MINITATURE DETONATOR USING A 
.22 SHELL CASING 


While the .22 caliber Long Rifle shell casing is ideal, any 
casing that is approximately the size of the bulb can be used 
to house it, as well as a small amount of cartridge powder, 
in order to build a miniature initiator. Using a pair of pliers, 
pull the round out of the top half of the cartridge by gripping 
the lead bullet at its base and bending it slowly and carefully 
out of the cartridge case. Keep the shell upright to avoid spilling 
the cartridge powder. After removing the bullet, pour the 
cartridge powder onto a folded piece of cardboard and put 
this and the cartridge casing aside. 

The modification of the bulb is somewhat difficult unless 
you have a small pair of wire cutters. Because the filament 
of the bulb must remain intact, you must break the bulb 
at a point above the filament. Simply place the wire cutters 
above this point and gently squeeze until the glass shatters. 
Remove the fragments and dispose of them. You can test 
the completed bulb with a VOM for continuity. Visual 
inspection of the tiny filament is unreliable. If the meter goes 
to zero, the bulb is still good. 

Place the powder back in the .22 Long Rifle case and insert 
the modified miniature bulb headfirst into the .22 casing. Use 
candle wax, airplane glue, or epoxy to seal the top of the 
casing, and the miniature initiator is completed. 

The tiny lithium battery used to drive a digital watch is 
adequate to make the filament of the bulb burn and set 
off the cartridge powder. Test the bulb prior to breaking and 
modification with whatever power source you decide to use. 
Hearing-aid batteries and AAA cells also work well. 


CONSTRUCTING AN EXPLODING BALLPOINT PEN 


The pen casing can be used in the same way. If a small 
enough battery (i.e., a tiny hearing-aid-type battery) can be 
located, it can be placed into the pen along with the bulb 


44 « SMART BOMBS 


MODIFIED PUSH BUTTON 
CANDLE WAX SEAL 
MERCURY “BUTTON” SWITCH CONTACT 
CELL BATTERY 
MINIATURE 
INCANDESCENT 
BULB 
WITH GLASS 
CASE BROKEN 
POWDER EXPLOSIVE 
CHARGE 
CANDLE WAX SEAL 


Exploding ballpoint pen booby trap. When the target attempts to 
use the pen by pushing the top of the cartridge button, the switch 
contact closes. This action completes the circuit to the mercury 
battery and the modified light bulb, which flames and initiates the 
powder charge. 


Electrical Detonators ¢ 45 


and powder, and the whole assembly will explode when the 
ink cartridge button is pushed down. A typical spring-loaded 
ballpoint pen has seven components: 

1. Plastic case top half with shirt pocket clip 

2. Plastic case bottom half 

3. Metal outer ring (connects between two plastic case 

pieces ) 

4. Ink cartridge with ballpoint tip 

o. Cartridge spring 

6. Indention button (activates cartridge to come out of 

the tip) 

@ Indention button assembly (connects the button rod to 

the cartridge ) 

Disassemble the pen completely, discarding the cartridge, 
spring, and indention button assembly. You now have four 
components to work with. Glue a small L-shaped metal tab 
on the bottom of the indention button. Connect a two-inch 
piece of wire wrap wire to the tab. Insert the modified 
indention button back into the top of the pen case and seal 
it up with a small amount of candle wax (to prevent it from 
coming down unless it is pushed with a small amount of 
force). Place a tiny hearing-aid battery into the upper 
cartridge case until you can feel it touching the metal tab 
on the bottom of the indention button. Pull it back about 
a quarter of an inch and glue it into place carefully. Drip- 
solder a two-inch piece of fine wire wrap wire to the bottom 
of the battery. 

Warning: Do not solder directly. Do not touch the battery 
with the tip of the iron. Place melted solder on the wire 
and carefully place it on the bottom of the battery. Do 
not touch the battery with the tron, as tt may explode 
from the high heat. If you are inexperienced at soldering, 
do this outside the case prior to placement. 

Modify the miniature incandescent lamp and verify 
continuity with the VOM. Clip most of the wire leads off the 
bulb and solder the remaining leads to the two thin wires 
coming from the top half of the pen case. 

Fill the bottom half of the pen case with your choice of 
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explosive or incendiary powder after sealing the bottom 
(where the pen tip normally protrudes) with epoxy or candle 
wax. Perform the sealing from the inside of the pen so that 
it is not obvious from the outside. 

Place the modified bulb halfway down into the bottom 
portion of the pen case, filling the remainder of this half 
with explosive powder. Put the metal ring on the bottom 
of the pen half. Use superglue around the threads and 
carefully screw the top and bottom halves together. Refer 
to the illustration below. 

Construct several devices and test each in the following 
manner: Carefully push the tip of the pen into soft dirt or 
sand, placing above it a deadfall type of board with a stick 
and long string attached. From behind cover, at least twenty 
feet away, pull the string and allow the deadfall board to 
strike the indention button, thereby detonating the charge. 

Depending on the powder used, this device can terrify, 
maim, or kill the target. It is stable, waterproof, cape A 
resistant, and very effective. 


CHAPTER 95 


Infrared Sensory 
Detonation 


The human body emits heat radiation that is detectable 
from a great distance. The invisible light radiation pattern 
coming from humans, animals, vehicles, and aircraft is in 
the infrared spectrum, a wavelength above the visible red 
light wavelength. Infrared wavelengths are longer than visible 
light waves and much shorter than radio waves. Infrared 
technology has advanced significantly in recent years; it is 
now being used in surface-to-air missiles, weapons guidance 
systems, and electronic security systems. 

There are two types of infrared devices, active and passive, 
that are of some use in sensory detonation. The active infrared 
system emits a tiny beam of infrared light and then monitors 
the status of the beam. If the light beam is interrupted, the 
system sounds an alarm. These units are used in retail stores 
and advanced electronic outdoor security systems. (It has 
been reported that infrared beams protect the White House 
grounds. ) 

The passive infrared device has no light-generating system. 
It simply monitors the infrared radiation in a given space 
and signals the alarm if any variations in the ambient infrared 
radiation are detected. This type of device is the basis for 
most security systems in retail stores and industrial storage 
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locations. The passive infrared device often can be seen in 
the corner of stores, just below the ceiling. Typically, a blinking 
red light is observed. If you are alone in the room, the light 
blinks on and off every time you move, no matter how slightly. 
The passive system “locks” onto all heat-generating objects; 
if the pattern varies at all, it triggers the alarm. 

Both types of infrared sensors have technical character- 
istics that make them useful in sensory detonation. Both have 
specific advantages and disadvantages that must be under- 
stood and clarified. 


THE ACTIVE INFRARED BEAM 


Active systems, available from Radio Shack (stock *49- 
307), are very reliable and inexpensive. They are generally 
composed of a main unit, which houses the light source, 
and the sensor. The infrared light source directs a beam 
from a lens toward a mirror or reflective surface. The sensor 
focuses on the surface of the reflector. When someone walks 
between the light source and the reflector, interrupting the 
source, the sensor signals the relay, which causes the alarm 
to sound. 

The inherent disadvantages of the active system are 
notable. First, if the beam is interrupted by dense fog or 
heavy rain, the alarm will sound. If small animals, insects, 
or birds interrupt the beam, the alarm will also sound. If 
the system is placed outdoors, careful siting is critical if it 
is to be efficient. Second, because the active infrared system 
must continuously produce an invisible beam of light, it 
consumes quite a bit of electricity. In a remote application, 
batteries may drain well before the target enters the kill zone. 

There are other considerations as well. Although com- 
pletely invisible to the naked human eye, an active infrared 
beam is quite visible to active night-vision equipment, infrared- 
scanning assault aircraft, and, amazingly enough, many 
species of insects. During night use, the attraction of even 
small numbers of insects to the light emissions can obscure 
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the beam enough to set off the sensor. The use of the active 
system is therefore best suited to quick, short-duration, 
infrared “tripwire” designs. 

The one-piece receiver and transmitter assembly operates 
from a 12-volt DC source, such as a lantern battery, and 
the beam can be up to fifty feet in length. An internal relay 
can be used directly as the detonation switching, and the 
only modification required is to camouflage the device. 

The top of the unit has an LED indicator, which should 
be covered. The red beam reflector should be placed in a 
concealed container, such as a coffee can, to lessen its 
visibility to an observant target and to reduce its signature 
to an infrared-detecting optics system. 

Used as a weapons activation system, this device is not 
only extremely effective as a psychological weapon, but it 
is also very deadly and accurate. Be advised that capture 
or compromise with the following design will, at the very 
least, result in your immediate detention. 


Infrared Weapons System: The Unattended Sniper 

The straight and narrow infrared beam can be employed 
as a weapons activation system using the following technique. 

Purchase an inexpensive semiautomatic rifle, such as a 
Ruger 10/22 or Charter Arms AR-7. The rifle should be box- 
magazine fed and numerous aftermarket components should 
be available. We’ll use the Ruger 10/22 as a prototype. 

Order two fifty-round magazines and the collapsible folding 
stock for the Ruger from Ram Line, Inc., 15611 West 6th Ave., 
Suite 9C, Golden, CO 80401; 800-888-0375 and 303-279-0899. 

An electric door lock actuator (12-volt model *2504050) 
can be ordered from Techné, 916 Commercial Street, Palo 
Alto, CA 94303; 800-227-8875 and 415-856-8646. 

From Radio Shack, purchase one infrared beam security 
system (stock *49-307). 

The electric door lock actuator is almost “custom made” 
for the application discussed here. It is the right size, has 
more than adequate power to pull the heaviest of trigger 
squeeze weights, and is fairly energy efficient. Normally, the 
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actuator is designed to push forward with a positive current 
of 12 volts, pulling backward with a negative current. Putting 
an elastic band or fashioning a spring assembly around the 
actuator makes the device pull back even when it is not 
energized. 

The actuator comes with a hole in the tip of the rod 
assembly; simply tie a strong rubber band or elastic to it. 
This is the only modification necessary. 

It is easy to drill into the durable composite plastic folding 
stock available from Ram Line for the Ruger. The mounting 
bracket from the infrared system can be secured directly 
to the side of the weapon. The two 50-round magazines for 
the 10/22 can be connected, creating a very reliable 100-round 
magazine. These magazines feed a standard Long Rifle, a 
high-velocity Long Rifle, and even the new Remington “Viper” 
conical .22 Long-Rifle high-velocity round—which is accurate 
and highly recommended for this application. 

With the Ram Line stock folded inward, the door lock 
actuator can be mounted on the side. With the hole already 
on the tip of the actuator, the trigger of the rifle can be 
wired and secured to the actuator so that every time the 
door lock motor is energized, it pulls the trigger back and 
fires the rifle. 

Mount the sensor on the front portion of the plastic 
handguard and connect the actuator to the relay switch 
of the infrared sensor. Hook up the entire system to a twelve- 
volt battery. Install the infrared beam reflector directly in 
front of the sensor, about thirty to fifty feet downrange. The 
reflector should be offset a few inches in order to set off 
the sensor without being damaged by bullets when the 
weapon fires. 

To test the system, place a plank of wood in front of the 
weapon and observe the instantaneous firing of the rifle 
every time the beam is interrupted. This is now a completely 
self-contained “drone” weapons system that will accurately 
hit the next hundred targets that interrupt the infrared beam. 
For concealment purposes, add a suppressor and place a 
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cloth bag over the ejection port to catch spent shell casings 
as they are ejected. 

This deadly accurate infrared weapons system has a variety 
of applications in guerrilla warfare. Among them are: 

e An infrared “ballistic” fence surrounding your perimeter. 
Any target attempting to enter the kill zone is shot. The small- 
caliber round will cause slight trauma and possibly death. 
There is a strong possibility that the shot will cause the target's 
team members to attempt to render him aid. If they interrupt 
the beam in their initial panic to rescue their comrade, they, 
of course, will also be shot. The system can effectively pin 
down the intruders while you and your team elements get 
to the scene. With this technology, you need not even be 
home when the attack on the intruders occurs. 

e A vehicle-convoy disabling system. The device is sited 
just inches above the ground over a major roadway. Every 
time a vehicle’s front tires interrupt the beam, this system 
fires a round; it then fires another at the back tires. If properly 
concealed, this system can create havoc. The enemy will be 
quite impressed that while he was traveling at medium speeds 
somewhere back on the road, “someone” was able to shoot 
out two of his tires. Going back to find this “person” will 
cause him to get shot in the foot, making it difficult for him 
to return to his disabled vehicle. 

The variations on this simple, inexpensive system are 
endless. Its use in covert operations can create the illusion 
that there are more gunmen than actually exist. 

An even more elaborate system can be configured using 
the same technology. By connecting the infrared system to 
a weapon remotely, you can maintain a “fire base” in which 
several weapons fire on key access positions whenever there 
is an interruption of the sensor beam. This system is especially 
useful for creating a difficult-to-detect road hazard. 

Place the sensor on a stretch of road that is straight and 
narrow, preferably before or after a curve. This will allow 
you to site the weapon several hundred feet into the 
underbrush or in a wood line. With either wire or radio 
switching as the link, your electric rifle can engage a specific 
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group of vehicles while they move along the target length 
of highway. 

This application may sound advanced, but it is actually 
quite simple. Put the sensor at the beginning of the 
straightaway. Zero the weapon at a specific distance ahead 
of the sensor location, based on the following. This table 
provides ballistic siting and trajectory adjustments based on 
vehicle speed (using a Remington .22 Long Rifle, High Velocity, 
36-Grain Truncated Conical Solid Point). 


Vehicle Distance Offset(lead) Vertical 

Speed to Target Distance Drop 

(mph) (ft. ) (ft. ) (in. ) 
10 20 75 0.5 
20 50 1.4 1.0 
30 100 44 1.0 
40 100 5.8 1.0 
50 100 is 1.0 
30 200 8.8 2.4 
40 200 11.6 2.4 
30 200 14.6 2.4 
30 300 13.3 BAS 
40 300 17.4 3.6 
30 300 21.9 3.6 
60 300 27.0 3.6 


As you can see from the chart, if you want to hit a vehicle 
going 60 miles an hour from a distance of 100 yards, you 
would have to “lead” your shot 9 yards ahead of the vehicle. 

The formula for determining lead on a vehicle is as follows: 


Distance in feet/muzzle velocity of projectile = T 
Speed of vehicle in mph x 1.46666 = G 
T/G = Lead in feet 


The advantages of long-distance engagement of moving 
vehicles with small-arms fire are numerous. Careful siting 
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and zeroing of the rifle results in a very accurate drone sniper. 

For example, let’s say you have a normal amount of traffic 
on a highway, including large trucks that transport enemy 
patrol units out to the field. You have an M-60 machine gun 
and a safe, concealed location 800 yards from the roadway. 

At a velocity of about 3,000 feet per second, the 762mm 
round will impact at 800 yards in about three-quarters of 
a second. A truck traveling the highway at 50 mph will travel 
about 55 feet in that time. The round will drop off about 
2 feet at this distance. Zero the machine gun 18 yards ahead 
of the sensor and 2 feet above the estimated truck cargo 
area height. 

Use two sensors to sense this type of vehicle based on 
the longer length of the truck (as compared to that of 
automobiles). If you connect both sensor relays in series 
along the roadway to actuate the weapon only if both are 
engaged, this enables cars to pass. 

This “smart” weapons system will cause quite a bit of 
damage and have a devastating effect on enemy troop morale. 
At a cyclic rate of 550 rounds a minute, the 762mm round 
traveling at 3 times the speed of sound will impact the area 
about 30 times before the targets even hear the weapon 
fire. If the machine gun’s electric door lock actuator is 
connected to the relays in the sensors, only pulling the trigger 
when both relays are actuated, the firing will actually have 
stopped by the time the targets hear it. 

This will not continue for long, however. The M60 should 
be cleaned, loaded, test-fired, secured with sandbags, and 
then left on the site. Once the enemy mobilizes troops to 
the scene, additional trucks will be hit as they pass through 
the kill zone, but the weapon will sooner or later be found 
and defeated. (Another possibility is that it will run out of 
ammunition.) It is not difficult to imagine the severe 
psychological impact on the enemies upon discovering that 
they were fired on by a “robot.” 

The infrared beam can be used to detonate a directional- 
shaped charge using the same basic technique as in the rifle 
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modification. Another useful application for this device is a 
dual beam azimuth-type explosive emplacement. By placing 
two beams so that they intersect and putting the charge 
directly below the intersection, you can deploy a very 
accurate mine emplacement. 

The beam reflector can be placed on a door or window 
that has been armed with a booby-trap explosive charge. 
The entire room can be set to explode when the door opens 
and interrupts the beam. 

The rifle can also be used in this application. Place the 
reflector on a door that serves as the entrance to the target’s 
headquarters or residence. When the door is opened, the 
rifle fires. Obviously, the reflector should be placed on the 
top section of the door so that a passerby won’t cause the 
weapon to fire—unless that is the intended result. 

A degree of experimentation with the infrared sensor 
demonstrates that many materials can be used in place of 
the somewhat easy-to-spot beam reflector. A glass window, 
the tail or headlights on a vehicle, the typical reflecting road 
sign—all these can be substituted. A polished mirror, angled 
properly, will increase the effective range of the beam and 
sensor to more than 100 feet. This system is flexible and 
sophisticated; unless the target has infrared optics, it Is 
difficult to detect and defeat. 

The infrared-beam actuation system is a versatile and highly 
effective tool in guerrilla warfare. With practice and expe- 
rience, you can control virtually any weapons system using 
this type of technology. Stored in homemade, weather- 
resistant enclosures and kept field-ready, these devices can 
provide your team with a variety of enemy engagement tools. 

The “invisible beam” is a frightening concept to a typical 
soldier. He learns that in order for him to set off the trip 
wire that he cannot see, it doesn’t matter whether it’s day 
or night. Once your unit is identified as being adept in the 
use of these devices in deadly confrontations, enemy morale 
is affected in a way no amount of command guidance can 
overcome. 
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PASSIVE INFRARED SENSOR 


The passive infrared sensor simply monitors the ambient 
infrared radiation in a given space and detects any motion 
within the confines of the coverage area. The device works 
well indoors or out, requires very low current in its normal 
mode, and is highly accurate and sensitive. These devices 
are available on the open consumer electronics market in 
a variety of different configurations, ranging from the indoor 
sensor for a home security system to an outdoor lighting 
actuator. 

The detection pattern for most of the devices tested for 
this manual varied dramatically. For general-purpose detona- 
tion work, the ideal consumer-type device is the infrared 
outdoor lighting system. Such units are available from most 
department stores, mail-order electronics catalogs, and Radio 
Shack (Stock *61-2602). These familiar devices mount on 
the outside walls of a building, about eight feet from ground 
level. Two floodlights protrude from either side of the device. 
When an individual or a vehicle enters the coverage area 
(typically about 2,000 square feet), the floodlights come on 
and stay on for one to twenty minutes. 

The standard model, which is manufactured in Taiwan, 
is sold under a variety of different US. and European 
tradenames. Such a device is ideal for outdoor demo work, 
because it comes already packaged in a small waterproof 
enclosure. There are many other advantages to this device. 
It is passive in design, meaning that it does not emit infrared 
radiation in its operation and is, therefore, extremely difficult 
to detect. Perhaps the most unusual advantage of this device 
is its sensory pattern, which spreads outward in a 110-degree 
linear pattern to about fifty feet from the sensor. While this 
device can be used to detonate any bomb, it is almost custom- 
made to detonate a standard-issue U.S. M18A1 Claymore Mine, 
which is described in detail at the end of this chapter. The 
device can be sited easily within the kill radius of a claymore 
mine which becomes an unattended antipersonnel mine. 

The passive system described here works well in bright 
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Infrared motion detector. This self-contained weatherproof housing 
has an effective sensory range to approximately fifty feet, with 
a radiation pattern of 110 degrees. 


sunlight or in total darkness. It is not affected by temperature 
changes or extremes. Rain and snow, which affect many 
sensors, have no effect on this unit. The water- and humidity- 
resistant casing is durable and compact. The device can be 
mounted in a tree along a roadway, as an undetectable 
ambush system. 

You must perform several simple modifications to make 
the device field-ready: 

1. The power supply must be modified to run on batteries 

instead of AC power. 
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2. The switching system must be modified to detonate an 

electrical blasting cap instead of turning on floodlights. 

3. The daylight sensor needs to be modified to keep the 

system operational in all light levels. 

All of these modifications can be performed in less than 
one hour. No special tools are required. The rules for handling 
printed circuit boards—clean hands and well-lit surface— 
apply here. 


Modification of the Outdoor Lighting Infrared System 

Purchase an outdoor lighting infrared system from Radio 
Shack or a department store. Obviously, you will not need 
any floodlights for this application (they generally don’t come 
with the system). If you purchase several, claiming that you 
need to place them outside your residence, it might be 
advisable to purchase the bulbs as well in order to avoid 
suspicion and lessen the likelihood that the clerk will 
remember you. 

The system consists of several parts. The mount and 
sockets can be discarded. Using a hacksaw, cut off the plastic 
rod that extends from the back of the infrared sensor 
assembly, being careful not to cut the three wires inside the 
mounting rod. 

Unscrew the four Phillips-head screws and pull off the 
back cover of the sensor head. You will notice a small printed 
circuit board, which is the only power supply and relay board. 
It has a plug connected to another board, which is still inside 
the sensor head behind a plastic panel. Remove the panel 
and both circuit boards. 

To drastically reduce the overall weight of the device, 
remove the large transformer on the power supply circuit 
board with a high-wattage soldering iron and a vacuum pump. 
Unless you are well-versed in this procedure, however, avoid 
undertaking it. It is not necessary for the operation of the 
device using battery power. 

WARNING: Instructions to test this device by connecting 
it to a temporary AC power cord follow. If you are unfamiliar 
with house wiring, or if you are inexperienced in dealing with 
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Outlined here is a power supply module for the passive infrared 
sensor. 


high voltage, get some assistance. The voltages at this level 
can be fatal if good circuit discipline and careful practices 
are not used. Exercise extreme caution with bare wire 
connection of this device for testing purposes. 

If you are unfamiliar with the device’s operation, then for 
test purposes, the system should be plugged into the wall 
using a “zip” cord. Connect an AC line cord to the black 
and white wires coming from the power supply board. 
Connect a table lamp to the white and red wires coming 
from the power supply board. When you put your hand in 
front of the sensor, the light should come on. Different devices 
have controls on the sensor head governing the time duration 
of the lights and for either day or night use and sensitivity. 
Put all controls into the “test” position. If possible, glue these 
controls into that position, since this is the mode on which 
the device will operate. 

Once you have the system working, use your VOM and 
check the supply voltage coming to the infrared sensor board. 
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The various components of the outdoor lighting infrared sensor 
board are detailed here. 
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This voltage will be in the DC range. (Radio Shack model * 
61-2602 has twelve volts DC going to it.) Connecting a twelve- 
volt battery to these two wires, which are green and yellow 
on the Radio Shack model, makes the device run on a battery 
instead of AC power. 

Note that there is a photoelectric cell on the sensor board. 
It is marked “CDS” on the board. If the device you are using 
does not have a “test” mode, cover this cell with black tape 
so that the device constantly “thinks” it is dark. (If you are 
using the Radio Shack model, this modification is not 
necessary. ) 

The red and white wires complete a circuit when the sensor 
actuates the relay. Connect your blasting cap switching © 
directly to these wires. Test the system with battery power 
to verify that it is functioning. 

After verifying the basic function of the device, you may 
want to paint the outside case a subdued color, depending 
on the color of the intended surrounding terrain. Cover up 
the plastic sensor head lens with tape before you paint the 
box. Avoid painting the rubber gasket seal. Use an epoxy 
compound to seal the back portion of the enclosure where 
the support rod had been, making sure to leave adequate 
room for a grommet through which the power and switching 
wires will feed. 

Site the device up on a tree or structure, six to eight feet 
above ground level. As you can see in the illustration of 
the coverage pattern, this is the ideal placement for the sensor. 
The sensor can also be employed indoors. For instance, it 
can be placed in the center room of a building, with charges 
placed throughout the structure. When someone enters the 
center room, the entire building explodes, collapsing around 
the targets. 

Placing the sensor inside the kill zone of a claymore mine 
emplacement is highly useful for perimeter security and 
ambush work. 

The same battery pack used to power the sensor can be 
used to energize the blasting cap from the relay. During the 
Vietnam War, for example, the claymore was used as a 
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Here we see the infrared sensor radiation-coverage pattern from 
an elevation of eight feet above ground level, outdoors. 
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perimeter security device. One problem, however, was that 
Viet Cong soldiers would often point the mines back toward 
US. positions, killing many U.S. Marines in the late ’60s. With 
the infrared sensor, anyone who got near the mine caused 
it to go off, thus eliminating enemy tampering. 


The MI8A1 Claymore Antipersonnel Mine 
The claymore mine is one of the most effective antiper- 
sonnel mines ever fielded by the US. military. The weapon 
is light, compact, and very temperature-stable. The speci- 
fications of this highly versatile mine are as follows: 


Weight (total): 3.0 Ibs. 
Explosive: 1.5 lbs. of C4 plastic 
Projectiles: 700 stainless-steel ball bearings 


Equipment issued per _1 electric blasting cap 

mine: 30 meters firing wire 
1 electrical firing device 
1 shipping plug/priming adapter 
2 bipod legs 


The mine is connected to a hand-squeeze electrical firing 
device. The operator should be no less than 16 meters directly 
behind the mine upon detonation (you should also obviously 
be in a foxhole at this distance). The mine radiates in a 60- 
degree pattern out to an effective lethal range of 250 meters. 
The spread of the mine at its maximum range is approximately 
300 to 400 meters across. 

This type of mine has proven highly effective against 
“human wave” assaults, as well as in perimeter security and 
convoy ambush operations. The creative use of the mine 
itself for other applications is well-documented. The plastic 
explosive inside the mine casing has been found to be of 
high quality, stable, and effective for other projects. 


CHAPTER 6 


Detonation Using 
Temperature- 


Sensitive Probes 


Temperature variations are one of the most predictable 
environmental conditions that can be employed in a 
detonation switching system. Using microcircuitry, small 
packages can be designed to detonate a charge when the 
target brings the disguised bomb indoors to room temper- 
ature. 

On the modern battlefield, the soldier is very susceptible 
to booby-trapped souvenirs. After even the most suspicious- 
looking item is probed and pushed, if it is normally considered 
a very desirable souvenir, it is likely to end up in the enemy’s 
pocket. If a tiny charge is controlled by a temperature- 
sensitive switch, it will explode when exposed to the target’s 
body heat. 

Or consider the following scenario. The target’s vehicle 
is constantly guarded by diligent and well-trained security 
personnel. Careful scrutiny of the guard pattern over a period 
of several weeks indicates that the night security element 
occasionally leaves the area for about a minute to deliver 
a package or escort someone to the residence. The vehicle 
is never unattended or out of the guard's field of vision for 
more than ninety seconds. The guard is also the driver of 
the vehicle; its security is not only his responsibility, its 
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immunity to tampering is vital to his health. It has also been 
observed that the guard uses a separate key to disarm an 
unidentified electronic security system prior to unlocking the 
door or starting the vehicle. 

Your team is dispatched to the scene and assigned the 
task of killing the vehicle’s backseat occupant. Since the target 
is credited with arranging several car-bomb attacks, it is 
suggested that his demise be effected using a car bomb as 
well. Your team electronics specialist advises that the 
electronic security system probably has sensory circuits that 
will detect any tampering with the vehicle’s electrical system. 
It probably also has active vibration-type sensors and tamper- 
detection circuitry. 

Because of the guard's diligence and the electronic security 
system, the team commander determines that entering the 
vehicle is not possible without defeating both the guard and 
the security system. Doing so is not likely without the risk 
of compromise or failure. It is also noted that since the vehicle 
is started before the target leaves the well-guarded residence 
and enters the vehicle, an ignition type of detonator is ruled 
out. 

Your team demo experts design an improvised, high- 
temperature-sensing magnetic probe detonator that will 
explode when it is in close proximity to a metal surface that 
reaches a temperature of 150° E 

After several weeks of constant surveillance, the com- 
mander gives the “go” signal to the demo man, who has 
trained and practiced on the same model vehicle for many 
hours. He approaches the vehicle while the guard escorts 
a guest to the door of the residence. He crawls halfway 
underneath the vehicle and places the charge and detonator 
just above the vehicle’s muffler where the manifold intake 
is welded. Since the guard occasionally has been observed 
using a telescoping rod with a mirror on its end to inspect 
the underside of the vehicle, the charge is placed out of 
the immediate line of sight of such observation. The total 
elapsed time for the demo operator to place the charge and 
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clear the area using this well-rehearsed technique is just under 
twenty-nine seconds. 

The following day, the guard starts the vehicle and brings 
it to the doorstep of the residence. The target steps out 
quickly with another individual determined to be an aide 
and bodyguard. The vehicle speeds off as soon as the target 
enters the backseat and the guard closes the door. Two- 
and-a-half miles down the road, while the vehicle is traveling 
at a speed in excess of fifty miles per hour, the temperature 
sensor reaches its detonation level and ignites eight pounds 
of high-grade plastic explosive. The vehicle explodes, the 
fuel tank ignites into flames, and the still-moving mass of 
burning car slams into an embankment. All three occupants 
of the vehicle are killed instantly. 

Although the team’s electronics specialist could have 
designed an electronic circuit that would have switched the 
explosive “on” at the desired temperature, the actual high- 
temperature-sensing probe used for this operation was 
determined to be an ordinary kitchen meat thermometer. 
The standard Universal™ model accurately senses temper- 
atures ranging from 0°F to 220°F The ordinary analog meter 
switch used on wristwatches and other gauge-type devices 
was used as the direct connector to the blasting cap switching. 
Two large alnico magnets were salvaged from a large DC 
motor obtained from a scrap heap. Readings taken with the 
same thermometer on the outside casing of a duplicate vehicle 
during normal running time were used to determine the ideal 
detonation temperature of the target’s vehicle. 

Temperature-sensing detonators are simple to design and 
are one of the most reliable means available for selective 
detonation. We will discuss two types of thermometers; 
mechanical and electronic. A third type—chemical—is also 
useful but is generally not practical as a field expedient. 

The mechanical design is used in refrigerators, cooking, 
outdoor-type gauge thermometers, and indoor thermostats 
and fire-detection systems. Mechanical thermometers use a 
bimetal strip wound into a small coil that expands and 
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contracts with various changes in temperature. It is simple 
to employ the metal hand of the indicator or the switch 
that closes the circuit at a preset temperature as the 
detonation switching element. 
_ An electronic temperature sensor is known as a thermistor. 
It is composed of a material that changes its resistance as 
the temperature changes. Electronic support circuitry is 
generally connected to such a device that provides a digital 
readout of the exact temperature in either Fahrenheit or 
Celsius. Many new devices can also be programmed to set 
off an alarm at a predetermined temperature threshold. These 
devices are used in freezer temperature alarms and motor- 
sensor systems. Many large electronic computer systems also 
employ thermistors to protect their internal circuitry from 
overheating or to prevent damage from a failing component. 
Perhaps the ideal type of temperature sensor for use in 
the team’s basic load is the tiny programmable electronic 
digital sensor. It is inexpensive and extremely accurate. This 
device can be purchased already assembled and tested. The 
High-Low Temperature Alarm, model *T1, 0° to 160° F (-20 
to +70° C), which also comes with indoor/outdoor sensors, 
can be purchased from Mark V Electronics (248 East Main 
Street, Alhambra, CA 91801; 818-282-1196, and 800-423-3483). 
The low-voltage alarm pulse for this particular model can 
be connected directly to the low-voltage sensing relay to 
set off a blasting cap at the predetermined temperature. 


CHAPTER 7 


The Telephone as 
an Assassination 
Medium 


The use of a standard Touch Tone telephone in the 
detonation of an explosive charge is quite unique. This 
sophisticated technique is actually very simple to employ 
and is perhaps the most devastating and efficient method 
of assassination covered in this manual. 

If the operative has access to the target’s telephone, the 
entire hookup and emplacement of the explosive can be 
effected in a few minutes with a bit of practice. 

The advantage of placing a small amount of plastic 
explosives inside the main body of the target’s telephone 
are numerous: 

1. Selectivity. This design allows the operator to determine 

that the target is within the blast zone prior to detonation. 

2. Fragmentation value. The standard telephone has many 
small internal metal parts that explode upward from 
the metal base plate upon detonation. 

3. Economy. Because of the proximity of the target to the 
charge, the amount of high explosive required to effect 
mortal trauma is lessened. 

4. Security. The telephone is a daily part of most people’s 
lives. Answering the phone is a habit. It is not usually 
considered a threat to a wary target, as is a suitcase, 
package, or automobile. 
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There are two other useful considerations in using this 
medium for detonation. First, if the target is not killed instantly 
upon picking up the phone, he will obviously be unable to 
use the telephone to dial emergency services. In addition, 
the operative can just as easily be down the street from 
the target, or several thousand miles away when the 
command detonation occurs. 

The design of the remote-control telephone detonator takes 
advantage of a standard characteristic of the telephone 
system. When you dial a phone, you can hear the different 
tones being sent through the earpiece. These tones each 
signify a number or character to the central office switching 
system. You can actually play music on your Touch Tone 
phone since these different tones can be heard as notes 
in relation to each other. Each tone is different. The electronic 
generation of these tones is accomplished with a circuit 
known as an oscillator. The individual tone is known as a 
dual-tone multifrequency (DTMF) tone. 

You can build a simple circuit to detect any one of the 
twelve different tones generated by the telephone keypad. 
When the circuit detects the specified tone, it can switch 
on a relay, which will energize a blasting cap and detonate 
the explosive. 

There is one technical consideration to make in the 
construction of this device, however. Since the target can 
use his phone to dial out, you need to devise a way to ensure 
that he, or anyone else using the phone, will not set the 
charge off prematurely. This can be accomplished by taking 
advantage of another characteristic of the standard telephone 
system. Notice that although the tones in the earpiece can 
be heard when you dial, they are not overly loud. However, 
call a friend on the phone, and ask him to push one of the 
tone buttons on his phone while you listen. Notice that the 
tone is now almost unbearably loud to your ear. This is 
because the tone signal coming from the other end of the 
phone is amplified, not attenuated, by your telephone. We 
will take advantage of this characteristic by using a Touch 
Tone decoder in designing our Touch Tone detonation system. 
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TOUCH TONE DECODER 


There are several Touch Tone decoders available on the 
market. Radio Shack sells a self-contained decoder chip (stock 
#276-1721 ) which requires minimal support circuitry. 

Ramsey Electronics (2575 Baird Road, Penfield, NY 14526, 
716-586-3950) also sells a decoder. This is a self-contained 
kit (stock *TD-1) that sells for less than six dollars. Most 
Touch Tone decoders employ the LM-567 integrated circuit 
chip. 

The LM-567 tone decoder chip is inexpensive and easy 
to use. It runs for several days on a nine-volt battery. 

The choice of decoders is left to the operator. /mprovised 
Radio Detonation Techniques, available from Paladin Press, 
provides detailed circuitry and other data concerning tone 
decoders. 

The primary consideration is the placement of a poten- 
tiometer on the input of the decoder, in order to eliminate 
the tones coming from the target phone setting off the charge. 

Referring to the illustration of the internal wiring layout 
of the standard Touch Tone phone, note that there are two 
sets of wires, one coming from the wall outlet and the other 
from the telephone handset, connected to the base of the 
phone. Open up the phone by removing the two screws from 
the bottom of the metal base plate. Turn the phone back 
over and lift off the case. As you can see, there is a terminal 
block in the upper right-hand corner of the phone that has 
nineteen screw terminals on its top. The illustration shows 
which wires we will be concerned with and where they 
connect on the base plate. 

Since many phones have different wiring, it is important 
to verify the wiring of the target phone. Open up the target’s 
handset and notice the two wires going to the receiver. The 
standard color of these two wires in an AT&T telephone 
are green and white (Terminals *1 and *2 in the diagram). 

Connect the input to the tone decoder to the output wires 
from the receiver section of the phone. Push whatever button 
you have determined will be your command detonation tone, 
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This chart details the wiring and configuration involved in placing a potentiometer on the input of the decoder. 
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The internal wiring layout of the standard Touch Tone phone is 
shown here. 


and adjust the potentiometers so that the phone’s buttons 
do not set off the charge. Using another phone, call the target 
phone. Make sure that when the tone from the remote phone 
is sent, the decoder will set off the relay. A bit of exper- 
imentation is required to get the adjustment correct. 

Placing the explosive in the front portion of the phone, 
underneath the keypad, will make the phone into a semi- 
directional-shaped charge. Upon detonation, the components 
will radiate upward at the target. If sheet explosive is used, 
the charge should be placed in the middle of the base plate, 
directly underneath the hang-up switch. 
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DETONATION USING REMOTE CONTROL WITH A 
TELEPHONE 


Once placed and armed, the telephone detonation system 
can be remotely operated from great distances, without an 
operative actually being on site to determine if the target 
is in fact in the kill zone. All support and “action” elements 
can be extracted prior to detonation, and verification of the 
kill is immediately determined. 

Various intelligence and counterterrorist organizations 
employ this technique with a high degree of success. Although 
the technology sounds complex and overly sophisticated, 
that is not the case. 

The following very real scenario has occurred several 
dozen times in the last few years. The somewhat sophisticated 
approach to selective assassination is actually quite practical 
and economical. The various metal parts inside a typical 
Touch Tone desk phone have almost three times the shrapnel 
value of an MI18A]1 claymore mine. Proper placement of a 
small amount of high explosives at the metal base plate inside 
the phone converts this common appliance into a very lethal 
shaped charge. 


Field Problem 

In this field problem, the guerrilla commander has been 
operating a small, well-trained terrorist cell for several years. 
His identity and location were unknown to Western intel- 
ligence agencies until one of his team members was wounded 
and captured during a failed bombing attempt. A worldwide 
manhunt was mounted, using the intelligence gleaned from 
the talkative prisoner. Instead of attempting to capture and 
legally prosecute the terrorist leader, your team is assigned 
the task of killing him. The preferred means advised by 
command for the assassination is by explosive. Realizing he 
has been “burned,” the target goes into underground hiding 
in a friendly nation. He has suspended all operations and 
is in fear for his life. Once he is located, your team is dispatched 
to the scene. 
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The target leaves his residence each day at around the 
same time, though his movements are random and very 
unpredictable. The various vehicles that pick him up are 
secure and inaccessible. The target has severed all apparent 
ties with his intelligence cell, and a small “skeleton crew” 
of security and support elements is all that appears to remain 
of his operation. Command knows that this individual is 
“sleeping,” or waiting to be reactivated after a cooling-off 
period. It is decided that he must be attacked now, before 
he moves again. He frequently has visitors at his small 
residence, and it is determined that this is the most vulnerable 
location for the assault. 

The team’s best black bag operator is dispatched to the 
target’s home to plant the explosives. Command has decided 
to keep all other peripheral parties out of the attack. No 
one except the target will be in the residence when the charge 
is detonated. The team member plants four ounces of Eastern 
Bloc plastic explosive inside the target’s desk telephone. The 
detonator is connected to a tone-detecting relay. The team 
member is in and out of the residence in less than four 
minutes. 

Command extracts all personnel from the area, and the 
team leaves the small Middle Eastern country by commercial 
jet the next day. The same contract agent who advised the 
team of the initial location of the target is retained to advise 
of the target’s movements. Once the team is safely out of 
the country and back at the Forward Operations Base (FOB), 
the target is contacted by telephone once it has been 
determined that he is probably alone in the residence. When 
the phone is answered and the commander is certain of 
the target’s identity, he pushes a predetermined button on 
the telephone keypad and the charge detonates. The 
explosion blasts upward from the metal base plate of the 
phone, sending seven pounds of fragmented metal shrapnel 
into the target’s body. The phone line goes dead. 


CHAPTER 8 


Detonation Using 
IF Comparison 
Receiver 


This very “smart” bomb is simple and easy to employ 
in the field using whatever expedient radio is found at the 
scene. The design takes advantage of a unique characteristic 
of the target victim: his presumed innocent fascination with 
a specific radio station. 


Field Problem 


The target’s vehicle is used by several other individuals. 
When he does occasionally drive the vehicle, he is known 
to tune the radio to a specific station that no other member 
of the cell particularly likes. When anyone else gets into 
the vehicle, the station is immediately changed to a more 
popular one. Command has determined that this individual 
is the only target. No other members of the cell are to be 
attacked. 

Your team is dispatched to the scene and briefed. Your 
demo man and communications specialist devise a plan. Two 
small transistor radios are obtained, one of which is tuned 
to the target’s preferred station. The other is tuned 455khz 
up from that station until both radios whistle loudly. This 
condition, known as heterodyning, occurs when the inter- 
mediate frequency oscillators of each receiver beat against 
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each other, causing a loud whistle to occur in the speaker 
of each. 

The small transistor radio is connected to the low-voltage- 
sensing relay through the earphone jack. The volume is set 
on low. The low-voltage sensor is connected to a countdown 
timer that is set to switch on another relay in ten seconds. 
The other relay detonates the blasting cap. The antenna of 
the small radio is connected by alligator clip to the target 
vehicle’s antenna, underneath the dashboard. The target gets 
into the vehicle and tunes the radio to his favorite station. 
Ten seconds later, a powerful explosion occurs under the 
driver's seat, killing him instantly. 

The countdown timer is employed so that any other 
individual who happens to tune past the station to get to 
another station does not accidentally set off the charge. 

This is a good example of what is required in the design 
and use of a selective improvised detonator. All intelligence 
regarding the target can be useful in affecting his demise. 
His movements, habits, security, and mission can be studied 
to formulate the ideal method to creatively and deviously 
“terrorize” the terrorist. The more advanced and sophisti- 
cated route you take to effect the kill, the greater impact 
you have on other members of his team. Advanced detonation 
systems use less explosive, cause greater trauma and 
peripheral fear, and are much less likely to injure “soft” tar- 
gets or civilians. 


CHAPTER 9 


Vibration Sensors 


The security systems available for home installation or 
vehicle security generally contain vibration-type sensors. 
These devices are usually small strips of metal that make 
contact with one another when the surface on which they 
are mounted vibrates even slightly. Vibration detectors are 
the basis of the design of the “patrol seismic intrusion device” 
issued during the Vietnam War. Such a device is pushed into 
the ground surrounding the perimeter, and the movement 
of enemy soldiers close by sets off the alarm. 

The vibration sensor can be secured to a tent stake and 
used to effect the same result as the patrol seismic intrusion 
device. The sensor is especially useful for road-type charges. 
It can be adjusted to allow small cars and foot traffic to 
pass, but it will set off the charge when a heavy truck, 
antipersonnel carrier (APC), or tank comes along. 

There are several of these devices available on the market. 
The ones used for protecting glass windows are particularly 
sensitive and reliable. 

Perhaps the most useful application for a vibration sensor 
is in the design of antihandling devices for your explosive 
charges. If the packaged emplacement is touched, moved, 
probed, or tampered with by EOD personnel, it immediately 
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explodes. This technique is vital for sabotage operations. 
When an emplacement is discovered and an attempt is made 
to disarm it, the charge explodes and accomplishes its 
intended mission of railway, bridge, or POL tank destruction. 


CHAPTER 10 


Metal-Detecting 
Booby Traps 


The common hand-held metal detector used for frisking 
in security work has some unique “smart” bomb applications. 
By simply connecting the beep-tone wires to the low-voltage 
relay, you can cause a bomb to explode when the metal 
detector is activated. Some of the applications are: 

© A countermeasure for minesweepers. This design places 
the metal detector underneath the ground directly over a 
standard mine. When a minesweeper is placed in proximity 
to the mine, the metal detector causes the mine to explode. 
After the opposing force discovers several of these devices 
with fatal results, the mine detector crews will find themselves 
with a severe staffing problem. If a soldier attempts to probe 
the mine with his bayonet, a common occurrence, he too 
will become a victim. Many types of vehicles will also set 
off the mine, as will a heavily armed infrantryman. 

eA selective booby trap. Placing the detector in the 
doorway of an abandoned building will allow civilians and 
children access. If, however, an armed insurgent or enemy 
soldier passes the detector, the sensor will detect his weapon 
and cause the charge to explode. 
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CHAPTER 11 


Nonmetallic Letter 
Bomb 


If the target is suspicious about packages, he may submit 
them to a metal-detecting or explosive-sniffing detection 
system. To defeat this, the package must contain no plastic 
explosive or any other bulky type of explosive material; no 
metallic wiring, electrical detonator, or battery; and no 
chemicals that “sweat” when enclosed in a package. The 
following design meets these criteria. 

From a magic supply store or mail-order house, purchase 
several sheets of flash paper, an ordinary bond paper 
impregnated with a high-potassium black-powder compound. 
The paper burns very rapidly when exposed to spark or 
flame; the heat from a cigarette can ignite it easily. A ten- 
or fifteen-page “document” can fit neatly into a manila 
envelope. The ignition of this much flash paper will produce 
high-temperature flames in a radius exceeding three feet, 
causing severe, if not fatal, third-degree burns to the target. 
If an ordinary window envelope is used, the target’s address 
can even be typed on the white, odorless flash paper. (This 
is important to consider, because if the only writing is on 
the paper that disintegrates, it will be difficult to trace the 
letter back to you. ) 

Glue a matchbook striker inside the envelope and secure 
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a match to the flash paper. Tie the striker around the match 
so that when the paper is pulled out of the envelope, it strikes 
the match and is ignited. Put the chemical match detonator 
inside the folded edges of the flash paper so no lump can 
be felt from the outside of the envelope. Practice making 
these match detonators, using ordinary paper for test 
purposes. Once you can consistently make the match strike 
when the paper is pulled out of the envelope, you can then 
confidently send your letter bomb to the target. 

This simple device is quite undetectable. It obviously has 
the characteristic feel of paper since the explosive is paper. 
There are no thick compounds, no leaking, and no metal 
to set off a detector. If the device is placed in the center 
of the folds and the outside sheets have some advertising 
message on them, the countermeasure of spraying the letter 
with Freon or some other liquid to render the envelope 
transparent will be defeated as well. 


CHAPTER 12 


Antihandling 
Devices 


Unforeseen events and unpredictable situations play a 
random role in the compromise of every operation. This 
section therefore focuses on the preparation of an explosive 
device with the assumption that it will be discovered. 

There is always a possibility that the bomb emplacement 
will be discovered by the opposition prior to its detonation. 
Thus, the objective is to cause the device to detonate upon 
any type of handling. It is important to realize that no bomb 
is completely immune to being disarmed. Do not underes- 
timate the expertise and technical skill of an experienced 
EOD team. You may rest assured that these elements don’t 
underestimate any explosive device they encounter. 

The objective of the EOD element that responds is to 
neutralize the threat of the bomb. The team basically has 
two choices: either to move the bomb to a safe place and 
destroy it with a small amount of explosive or to disarm 
it on the scene. The option of clearing the area and blasting 
the device as it sits is not possible in most cases. 

Once the bomb is discovered, the operative’s primary 
objective of placing the charge is, of course, defeated. The 
only remaining chance for the mission’s success is if the 
charge is intended to destroy a target (as in a sabotage 
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mission ), and it explodes on the scene when the discovering 
parties fail to safely remove or disarm it. 

The risk of detection is increased drastically due to poor 
“OPSEC.” Most bombing devices that are located and 
neutralized are the result of a leak to the authorities—either 
intentional or unintentional. To lower this risk, compartmen- 
talization of the team into smaller units is essential. Command 
should make the decision to employ an explosive device. 
Consultation with elements familiar with the target and the 
technical requirements to effect destruction by explosive 
should be made only on a need-to-know basis. The individual 
assigned the task of gathering the materials and constructing 
the device to these specifications should not be familiar with 
the target location other than its physical characteristics. 
The individual assigned the task of placement should 
obviously be completely isolated from the team if at all 
possible. Terrorist groups logically employ individuals who 
don’t even know they are placing a bomb, and such individuals 
are frequently also victims of the blast. Morality aside, this 
technique is fundamentally sound for preserving the con- 
fidentiality of the mission. 

Careful planning, stringent security, and compartmental- 
ized execution are all vital aspects of a successful bombing 
against an alert and well-trained enemy. 

In your design of a bomb, there are three areas that require 
careful attention to detail: 

1. Outward appearance. The bomb should be well- 

concealed inside an innocent-looking package, such as 
a cassette player, camera, computer, or telephone. No 
aspect of the container should betray its contents. 

2. Detonation circuitry. The method used to detonate the 
charge—sensory devices, timing devices, or command 
devices—should be constructed carefully and tested 
completely. The device’s wiring and other characteristics 
should be deceptive. For instance, areal watch detonator 
and battery that is actually in no way involved with 
the function of the device can be placed on the outside. 
Carefully concealing the real detonation circuitry inside 
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another device is ideal. The idea is to make a well- 
designed professional emplacement look like it was 
designed “by the book” and constructed by an amateur. 
Refer to some of the well-circulated technical manuals 
on improvised explosives to gain insight as to how you 
can achieve this “look” for your device. 

3. Antihandling devices. This is where the greatest amount 
of attention should be focused. You can employ several 
products to function as antihandling devices. 

The package the bomb is placed in—whether it is 
a paper-wrapped box, Thermos jug, or television— 
should have circuitry included that causes the charge 
to detonate if someone tampers with it. Two things may 
happen to a suspicious-looking package that is deterred. 
First, it may be X-rayed by EOD. The Xray can be 
partially defeated using a layer of paper and a layer 
of tinfoil, followed by another layer of paper and tinfoil, 
with the two isolated layers of tinfoil connected to wires 
parallel to the detonation switching. If the package is 
wrapped so that all extra folds are underneath the 
bottom of the package and unseen, it cannot be 
unwrapped. If the package is cut with a scalpel or other 
metal blade or punctured with a metal or nonmetallic 
probe, the two layers of tinfoil will connect and cause 
the charge to explode. 

If the package is moved in an attempt to unwrap 
it, a vibration sensor can also cause the charge to 
explode. Putting a magnetic reed switch on the bottom 
of the package and placing a small piece of flexible 
magnetic strip under the package with superglue will 
cause it to explode even if it is lifted so carefully that 
it fails to set off the vibration detector. 

The EOD team member assigned the initial task of 
probing may listen to the device with a powerfully 
amplified electronic stethoscope. If you place an 
ordinary windup alarm clock inside the package, he will 
hear the ticking and advise command. 

The commander may use a freezing technique in an 
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effort to move the bomb to a safe place. If a mechanical 
timer is suspected, the entire package may be exposed 
to a slow misting with liquid nitrogen. The nitrogen will 
freeze the humidity on the gear mesh of the clock and 
cause the metal to contract to a point where the ticking 
actually stops. Placing an ordinary freezer thermometer 
switch in the package will defeat this procedure by 
causing the charge to explode. 

A photoelectric cell can also be used on the main 
detonator board. If the EOD element does manage to 
cut through the foil and access the inside of the package, 
the light that enters the package will be detected and 
set off the bomb. 

Dummy clocks and batteries, vibration, movement, 
temperature- and light-sensing devices, in addition to 
X ray- and probe-defeating packaging, make it much 
more likely that your bomb will explode. Always use 
a countdown timer on your antihandling switching 
circuitry. Allow enough time for placement and clearing 
the area before the device and the antihandling circuitry 
effectively arm the detonator switching circuitry. 


CONCLUSION 


One final note about designing detonators and antihandling 
devices: practice. Your first hundred “bombs” should be inert 
and carefully observed. Make sure your devices work well 
every time by creating everything but the actual explosion. 
Use a lightbulb or a buzzer at the end of the detonation 
circuitry to simulate the explosion. Most of the circuits and 
devices discussed in this manual are harmless and perfectly 
legal to own and construct—until they are connected to 
an explosive. Develop your skill carefully. Observe your 
results. Demolitions skill is similar to any martial art. It 
requires intense study, practice, discipline, and self-control. 
There is no room for error in bomb-making. Regardless of 
your objective or motives in learning how to make these 
deadly devices, it may be of some help to you to keep in 
mind the old saying: “Big boy’s games, big boy’s rules.” 
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APPENDIX A 


Recommended 
Reading 


The number of books relating to improvised explosives 
has increased into the hundreds from various sources that 
may or may not be available to the average reader. If | were 
to recommend ten books that would provide the reader and 
beginning demolitions student with background knowledge, 
they would be the ones reviewed in this section. Active-duty 
military personnel, law-enforcement officials, and security 
elements have other sources for these types of textbooks, 
although their accessibility is somewhat limited. 

Overall, | suggest you start your demo library from scratch 
by reading any and every related book, article, and news 
clipping you can get your hands on. Bombings occur daily 
throughout the world, and the newspaper can provide 
valuable insight as to placement, detonation, and detection 
of explosive devices. 

The methods and techniques used to analyze and appre- 
hend the bomber also require the attention of the covert 
operator. Three books that will be of some use in this regard 
are cited below as well. 
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FM 5-31: Boobytraps 
Paladin Press 

A complete understanding of the use of these simple-to- 
construct detonators and devices will greatly enhance your 
demolitions skill. Historically accurate descriptions of com- 
mon items made into booby traps include candy bars, tobacco 
pipes, and books. The psychology of a booby trap and the 
most effective designs using improvised materials are 
outlined. Safety considerations and EOD practices are also 
well defined. 


The Chemistry of Powder & Explosives 
Tenney L. Davis 
Angriff Press (available from Paladin Press) 

This 500-page hardcover book is an encyclopedia of 
detailed technical information on the history of modern 
explosives. The fundamentals of explosives, incendiaries, and 
the properties of hundreds of compounds will make this 
desktop reference a frequently used addition to your explo- 
sives library. 


CIA Explosives for Sabotage Manual 
Paladin Press 

The sixty-five different improvised devices explained in this 
detailed, well-illustrated technical manual provide the safe 
deployment of numerous field-tested homemade bombs. 
Some of the techniques explained here are not published 
or printed in any other technical manual. 


Crime Scene Search and Physical Evidence Handbook 
Richard H. Fox and Carl L. Cunningham 
Paladin Press 

This large format, 189-page technical manual details the 
precise science of crime-scene handling and forensics. It is 
required reading for any covert operator. The perspective 
gained from careful study of this technical manual will be 
highly advantageous in any “wet” operation. 
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Deadly Brew: Advanced Improvised Explosives 
Seymour Lecker 
Paladin Press 

Descriptions of fifty common industrial chemicals and what 
chemical will cause each to explode are covered here. Odds 
are good that the average reader has several of these 
chemicals in his home, in the garage, or under the sink. Lecker 
stresses safety, and his detailed technical descriptions of each 
compound provide a variety of alternative homemade bomb 
designs. 


FM 5-25: Explosives and Demolitions 
Paladin Press 

This is the standard military primer on explosives and 
their safe use and handling. The large format, 185-page 
manual is packed with details, charts, and nontechnical 
descriptions of military- and commercial-grade explosive 
devices, detonators, and applications for explosive emplace- 
ments. Virtually any target can be destroyed using the 
instructions, tables, and configurations found in this FM. 


Improvised Explosives: How to Make Your Own 
Seymour Lecker 
Paladin Press 

This modern, advanced instruction manual provides very 
clear instruction on the use of certain commercial and 
industrial chemicals for homemade bomb designs. Lecker, 
formerly an explosives expert in the Israeli Army, writes from 
experience. His concise, easy-to-understand technical de- 
scriptions and instructions on how to make electrical timers, 
booby traps, and land mines make this relatively new release 
destined to be a classic in the field. 


Improvised Munitions Black Book, Volume I 
Desert Publications (available from Paladin Press) 

Written for CIA and US. Army Special Forces personnel, 
this first in a series of technical manuals produced by 
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Frankford Arsenal in the 1960s and 1970s provides the student 
with the precise details for “primitive” demolitions. Powerful 
explosives can be made using elements found in the ground, 
in junkyards, and in hardware stores. The section on 
homemade weapons explores how to build a firearm that 
uses match heads as the propellant, how to build a .38 pistol 
out of pipe and wood, and how to build homemade silencers 
for most handgun and military cartridges. 


Improvised Munitions Black Book, Volume 2 
Desert Publications (available from Paladin Press) 

The second volume in this series focuses on ignition 
systems, improvised time-delay detonators, gelled flame 
devices, and various bomb- and rocket-launching systems 
that can be constructed using indigenous materials. 


Improvised Munitions Black Book, Volume 3 
Desert Publications (available from Paladin Press) 

Volume three of this series is the latest and most advanced 
group of designs for homemade bombs, incendiaries, and 
weapons. It covers expedient recipes for various powder and 
chemical explosive formulas, impact grenades, and even a 
silenced rocket or grenade launcher. Sabotage devices dis- 
guised as ordinary items are covered, and vehicle destruction 
is a well-defined topic. 


Incendiaries: Advanced Improvised Explosives 
Seymour Lecker 
Paladin Press 

This book explores how fifty common industrial and 
commercial chemical compounds can be used to create 
powerful incendiaries and firebombs. It stresses safe han- 
dling, hazard warnings, and fire control, and the psychology 
of using fire as a weapon is well defined. This is perhaps 
the best-written manual on improvised explosives. 
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Police Patrol—Tactics and Techniques 
Thomas FE Adams 
Prentice Hall 

A college-level textbook of law enforcement operations, 
considered by many to be the standard. This 329-page 
hardcover book contains exclusive source material on 
standardized police procedures. The sections on plainclothes 
patrol and police surveillance are most enlightening. 


The Terrorists—Their Weapons, Leaders, and Tactics 
Cristopher Dobson and Ronald Payne 
Facts on File 

This is a well-researched, detailed analysis of the inter- 
national terrorist. Covering all major groups and individuals, 
this 262-page book offers a unique perspective on the 
motivation and training of the terrorist. The detailed 
chronological and technical summary of the bombings and 
weaponry involved in terrorist incidents is very educational. 


APPENDIX B 


Glossary 


Ammonium Nitrate. Fertilizer, chemical high explosive. 
Commonly used as an improvised explosive compound, 
ammonium nitrate is very powerful when properly formulated. 


Blast Scene. The area confined by security elements in 
the aftermath of an explosion; the crime scene of a bombing 
incident. 


C-6. Powerful, high-detonation-velocity explosive manufac- 
tured in thin sheets which can be cut into various shapes. 
This Du Pont plastic explosive is a current U.S. military-grade 
high-explosive compound. 


Claymore Mine. US. military antipersonnel mine devel- 
oped during the Vietnam War; also known as the MI8A]1 Anti- 
personnel Mine. 


Collection Team. A group of law-enforcement forensics 
specialists tasked with gathering evidence at a crime scene. 


Concentrated Explosion. A blast that is the result of high- 
explosive compounds being used. Characteristic results are 
shattering, cratering, and secondary explosions. 
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Cratering. The effect of a high explosive on the ground 
directly below the center of a blast. A concave-shaped hole 
caused by the detonation of a high explosive. 


Crime Lab. A scientific laboratory, either fixed or mobile, 
that is designed to focus on the gathering and processing 
of criminal evidence obtained from crime scenes and inves- 
tigations conducted by law-enforcement agencies. 


Cyrovac. A heavy plastic vacuum seal process that is used 
to package expensive cuts of frozen meats to prevent ex- 
posure to air. Bombers use it to defeat “sniffer” devices used 
in bomb detection efforts. 


Diffused Explosion. An explosion caused by the detona- 
tion of vapors, gases, or dust particles. 


Drone. Widely used term for unmanned aircraft operated 
by remote control, or a loose definition of a weapons system 
that operates without human assistance. 


Electron Microscope. The most powerful microscope 
developed to date, this microscope uses an electron beam 
to greatly magnify an object through the use of a video display. 


EOD. Explosive Ordnance Disposal. Team of explosive 
experts assigned the task of safe military ordnance removal 
and bomb disposal. Also known as a bomb squad. 


Focal Point. Center of an explosion, where the bomb 
originates. 


Forensics. The production and processing of evidence to 
be used in a criminal court of law. 


Fulminate of Mercury. White or gray crystals that are 
very sensitive to shock, heat, or friction. Fulminate of mercury 
is an initiating explosive used in cartridges and blasting caps. 
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Gamma Radiation. The emission of gamma rays, which 
are similar to X rays. These electromagnetic waves are shorter 
in length than X rays. 


Gas Wash. Chemical process that occurs when metal and 
other surfaces are exposed to high heat. The fuel from the 
heat melts the outer edges of a metal surface and leaves 
characteristic evidence behind regarding the nature of the 
source or cause of the high heat. 


IE Intermediate Frequency. 


Implosion. The process of bursting inward. The opposite 
of an explosion. 


LCD. Liquid Crystal Display. 
LED. Light Emitting Diode. 
MA. Milliamps or thousandths of an amp. 


Maximal Dispersion. Design criteria for improvised 
explosive package and detonator that hinders the gathering 
of forensic evidence. 


Medical Examiner, or coroner. Individual assigned the 
task of determining the cause of death, identification of a 
corpse, and the processing of a body in a criminal 
investigation. Also known as the MLE. 


MOS. Military Occupational Specialty. (The term also 
means metal oxide semi-conductor in microelectronics 
terminology. ) 


NPN. Negative-positive-negative. A type of transistor 
wherein the collector and emitter are negative polarity and 
the base is positive. 
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Ohms. Electrical measurement of a component's resist- 
ance to current. 


OPSEC. Operational Security. All means by which actual 
mission and tactics are kept secret from the enemy. 


Piezobuzzer. Tiny electronic beeper device that uses 
asymmetrical crystal deformation to induce the changes in 
sound pressure that produce a tone or beep. The piezobuzzer 
can be tiny and wafer-thin. 


POL. Petroleum oil and lubricating. Abbreviation is a stan- 
dard military term for fuel depots, refineries, or storage points 
for gasoline, diesel motor oil, etc. 


Potentiometer. A variable resistor, a potentiometer is used 
as a motor speed control or a volume control on a radio 
or amplifier. It limits the current going to a circuit, such as 
an amplifier. 


PSID, or patrol seismic intrusion device. A remote ground 
sensor used by recon and infantry troops during the Vietnam 
War, this system was designed to detect enemy patrols by 
sensing footsteps on the ground. Adjustable sensor could 
pick up troop movement to a maximum range of forty-three 
meters. Each system was composed of four transmitters, 
which were capable of six different frequencies, and one 
receiver with an earphone. The units operated for about one 
hundred hours on two nine-volt batteries. These devices were 
unreliable. They were easily jammed. The systems were set 
off by distant artillery fire, rain, wind, and vehicles. They 
were phased out in the mid-1970s and replaced by the Platoon 
Early Warning System. The PSID is still used by some US. 
National Guard units and foreign armies. Its military nomen- 
clature is AN/SSO 151. 


Semtex. Powerful, odorless, high-grade plastic explosive 
compound developed and manufactured outside Prague, 


Glossary ° 103 


Czechoslovakia. Only one factory in the world produces this 
compound, which is composed of 45 percent PE-T.N., 45 
percent RDX, and 10 percent plasticizer by volume. Semtex 
has been found in bombs made by terrorist groups in North- 
ern Ireland, West Germany, and throughout the Middle East. 
The British Foreign Office spent several years appealing to 
the authorities in Czechoslovakia to halt the export of this 
compound. In January 1989, the Czechoslovakian government 
gave assurances that terrorist groups would no longer have 
access to Semtex, stating that the export of the compound 
would be suspended. Western intelligence sources speculate 
that this was brought about by pressure from Moscow in 
the aftermath of the bombing of Pan Am Flight 103. Analysts 
speculate that Semtex has probably been “stockpiled” by 
several terrorist-sponsoring states and groups, and will 
probably be prevalent for at least ten more years in terrorist 
incidents. (The shelf life of the compound exceeds ten years. ) 


SE Special Forces; the U.S. Army’s unconventional warfare 
force. Now used to define a variety of different units 
specializing in guerrilla warfare and other unconventional 
combat operations worldwide. 


Shattering. Effect of a high explosion upon structures and 
objects close to the focal point of the blast. Massive shattering 
occurs to metals and plastics, which fragment and are sent 
outward from the blast. 


Signature. An identifiable trait or characteristic that is 
unique to a compound or an individual. 


Sniffer Device. An electronic sensory system that 
analyzes samples of air surrounding a package, container, 
or individual. The sniffer is designed to look for the signature 
of the components of an explosive device by testing the 
particles of air emanating from the device. New sniffer devices 
are more effective because they heat the air around the 
targeted package before sampling it. The heat causes more 
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residue to be radiated from the explosive material. Bombers 
use large, airtight Thermos bottles and Cryovac plastic to 
defeat the sniffer-type system, with various degrees of 
success. 


Soft Target. Any military or guerrilla target that is not 
capable of detecting or defending a violent attack. A soft 
target is easy to strike, and is considered by many terrorist 
and guerrilla groups to be more politically suitable for attack 
because of the “shock value” and press coverage derived 
from killing innocent civilians. 


Soil Sampling. The removal of measured layers of soil 
for scientific analysis to determine chemical composition. 
Used in explosive forensics to determine the nature and 
content of an explosive device. 


SPDT. Single pole, double throw switch. 


Thermistor. An electronic component used in sensing 
temperature. As variations in temperature occur, the elec- 
trical resistance characteristics of a thermistor change in 
identifiable proportions to the temperature change. Used in 
digital thermometers, circuitry protective systems, fire 
alarms, and medical equipment. 


TNT, or trinitrotoluene. This is a secondary high explosive 
produced by combining toluene, sulfuric acid, and nitric acid. 
It is excellent for steel cutting and structural concrete 
breaching. TNT is also useful in underwater demolitions. TNT 
is very stable and relatively immune to shock. TNT dust 
is very toxic. Inhalation or exposure to the skin from particles 
of this dust requires immediate medical attention. 


Touch Tone. Registered trademark of AT&T. A term that 
describes the various dual tone multifrequency switching 
tones used on a telephone dial pad. 
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Trace Evidence. Term broadly defining any type of particle 
or fiber that is almost invisible to the naked eye. Trace- 
evidence collection is done by skilled forensics personnel 
using a filtered vacuum cleaner. All trace evidence is iden- 
tified in the laboratory, and is being used increasingly in 
criminal and civil investigations. 


Trajectory. The path a bullet or projectile takes as it trav- 
els through air space. Some of the factors affecting its 
destination include gravity, velocity, temperature, wind, and 
the actual shape of the projectile. 


Transistor. An active semiconductor device composed of 
germanium or silicon. Used in amplification, switching, and 
logic circuitry. 


VOM, or volt ohm meter. An electronic test meter that 
accurately measures voltage, resistance, and current. 


Wet Operations. Any type of covert act that results in 
death or injury to the participants. This slang term was 
attributed to the CIA in the early 1960s and probably refers 
to the fact that there is a certain amount of blood in a “wet 
operation.” 


